
From: Gary Hein CEINIZIBENIIAL
Date: Sat, May 30, 1998 3:34 PM
Subject." Fwd: ND$ for NT I LDS Church

Don’t know if you guys have seen this document yet, but it’s just another example of lies
propagated by MS. There are some very disturbing remarks, including:

Although it is possible to establish hi-directional trust, the trust connection can not be used for
administering remote, unmigrated domains. This means that centralizing management with
ND$ for NT requires a wholesale conversion of the entire enterprise

GH: False

Note that NT servers would need to run IPX/SPX to support NDS for NT as well as TCP/IP to
access other network resources and to comply with current standards.

GH: False - NDS for NT works over IP - no need to add IPX. This is a scare tactic.

Service Pack updates are questionable at best. MCS has not yet released Service Pack 4.0,
however we suspect it will replace the existing samsvr.dll. To protect against NT Service Packs
replacing samsrv.dll, NDS for NT checks at shutdown time and replaces samsrv.dll with the
Novell version. MCS believes potential for failure is very high, as soon as any rill starts
depending on new exports from samsrv.dll. Replacing this one cdtical dll could case the
system to fail to boot and recovery could be very difficult.

GH: Perhaps advance knowledge of SP4?

Microsoft has repeatedly stated that it will support their NT customers and NT’s basic
functionality, but in areas that NDS touches, namely security and authentication, Microsoft will
refer customers to Novell. This has the potential of creating some confusion in the resolution
of issues revolving around security and authentication.

GH: Scare tactic

Also, comments from PeopleSoft should be solicited to see if PeopleSoft and Tuxedo are
supported in environments where NDS for NT is in use as well as the IntranetWare client.

GH: Is it possible that MS is telling NT developer that they should not support their products
with NDS for NT?

Windows NT has a feature where anonymous Iogon users can list domain user names and
enumerate share names. Customers who wanted enhanced security requested the ability to
optionally restrict this functionality. Windows NT 4.0 Service Pack 3 and a hotfix for Windows
NT 3.51 provide a mechanism for administrators to restrict the ability for anonymous Iogon
users from obtaining system information. These anonymous connections are also known as
NULL session connections. During the installation of Novell’s NDS for NT, the samsrv.dll is
replaced. Novell NDS for NT currently does not include support for restricting anonymous
connections. MC£ see this deficiency as a security weakness.
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GH: This is the Red Button attack, which MS ’claims’ is fixed with SP3, but really isn’t. Again,
this is completely incorrect - using NDS for NT will not impact the security flaw mentioned in
this document.

Anyhow - I don’t know if this is of any use to you but I thought I’d forward it over anyway.

Thanks,

Gary
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From: Loren Bishop <BishopLK@chq.byu.edu> ~ ~ !~ ~! L~ ~i~I t

To: HUB-OREM1 .SLC(BRICHAN)
Date: Wed, May 27, 1998 7:52 AM
Subject: Fwd: NDS for NT

Here is the document from Microsoft Consulting Services. We need a similar document from Novell.
Please keep this confidential. I don’t know that Microsoft would appreciate me sharing it with you.
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From: Eugene Morgan <emorgan@microsoft.com>
To: "Kenji Suzuki (E-mail)" <ksuzuki@chqbyu.edu>, "’b...
Date: Thu, May21, 1998 4:43 PM
Subject: NDS for NT

Attach is the final version of the document that addresses
NDS for NT. If you have any questions please call me.

<<NDSForNTConcems.wpd>>

Eugene Morgan
Microsoft Consulting Services

Rocky Mountain District
(801) 540-4907
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NDS for NT - MCS Concerns

NDS for NT-
Microsoft Consulting

Services Concerns

1.1 Introduction
As the Church contemplates the deployment of NDS for NT there are some things to
consider. There has been some questions about NDS for NT directed to Microsoft
Consulting Services regarding NDS for NT from Novell. This document will hopefully
articulate our concerns with regard to this product.
First consider the problem we are trying to solve, mainly, "the administration of user
accounts within the Utility." As the Intranet has begun to be an important resource it
has become necessary to use NT Domains in order to control access to this and other
NT resources. Additionally, WinFrame administration has also been an issue. Simply
stated, managing NT domains effectively is becoming more and more a necessity
within the Church. This necessity has come about because of the recognized value of
NT to address important business functions within the Church. It’s interesting to
consider that NT’s success has also brought about the need to possibly alter NT in a
manner that Microsoft feels would be contrary to NT’s design.
From an MCS perspective there are two ways to ease management concerns: minimize
the number of directory services the Utility supports or find a tool that will allow the
administration of multiple directory services from one console. Let’s examine the pros
and cons of both approaches.
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1.2 Minimizing the Number of Directory Services

The major advantage of minimizing the number of directory services the Utility
supports is that administration can be accomplished for from one point, but can it
really? Can the Church standardize on one directory service? The answer is,
not really. The use of the many operating systems within the Church Utility,
MVS, VMS, OS/2, NDS, and NT make it a formidable task to do so.

The other problem with this approach is that the current user account
management process does not support this approach. Currently, the NetWare
team handles account administration of NDS; the VMS and MVS team handles
account administration of their respective environments, and the Security
Administration Team handles NT account administration.

The security team would like to take ownership of user account administration
and currently does some account administration on practically all platforms.
However, they are currently not in a position to offer the 7x24 hour support that
is necessary to support the Church’s operational environment.

It should also be pointed out that the Help Desk also does some account
administration on practically all platforms, but only under break/fix conditions.
Also, their administrative privileges are severely restricted to the basic rights
necessary to provide basic account administration as dictated by the limitations
of the respective operating system.

1.3 Global Administration Through One Administrative Console

The next approach would be to utilize tools and technologies that allow for the
administration of all directory services through the use of one console or a
minimum number of consoles. This can be accomplished to some degree by
adopting an enterprise management approach. Adopting this approach would
require both changes in the process model for account administration and a
deployment of enterprise management solution rather than point solutions that
are currently in place or are being deployed.

1.4 Concerns With NDS for NT

Microsoft has published a number of documents on NDS for NT, unfortunately
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most are internal and not available to the public. In addition, there has been a
considerable amount of discussion on the various e-mail aliases within
Microsoft. The following represents a distillation of the various documents and
discussions and enumerated what MCS feels are areas of concern.

1.4.1 Administration

Multiple tools for administration due to missing functionality. Novell’s
NWAdmin does not give access to the full set of Windows NT security
capabilities; in particular, there is no way to manage trust links with external
(unmigrated) domains, and no way to manage local policies. The
administrator uses NWAdmin for most tasks, but must use User Manager and
Server manager for trust and local policy managemen4

Although it is possible to establish hi-directional trust, the trust connection
can not be used for admirlistering remote, unmigrated domains. This means
that centralizing management with NDS for NT requires a wholesale
conversion of the entire enterprise.

Password synchronization: Since NDS for NT must support all Windows NT
clients, not just Windows NT clients with the IntranetWare client installed,
Novell must maintain two passwords for every user: a Windows NT password
and an 1’4-DS password. From Novell’s own announcement documents it is
clear that this is a compromise solution that is far from transparent to the
user. It important to point out that it is possible for the passwords to get out of
sync. This could cause additional problems for uses as well as the Help Desk
and other operational teams supporting the Utility.

ACL (Access Control List) confusion: In the case of a single NDS user being
granted access to multiple domains, the same user, "BobSmith" would
appear in the context of each "trusted domain" selected. A Windows NT ACL
could have entries for Domainl\BobSmith, Domain2\BobSmith, and
Domain3\BobSmith. All three are in fact the same user, but with different
SlDs (NT Security ID’s).

Also, in NDS for NT it is possible to create case-sensitive account names, for
example "bsmith" and "BSmith". Because NT is not case sensitive for user
names only one of the accounts would be accessible even though both would
exist within NDS for NT. This could be a security issue and would also be
confusing to administrators and others ""o," ,-’:"~...... aw,,~ user accounts and of
course customers.
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Multiple group paradigms: Windows NT Groups are not NDS groups. To
make a group visible in Windows NT the administrator must create an
IWSam group as a child of a domain object. Only users can be added to
IWSam groups.

No immediately obvious scripting support: ADSl supports NDS, but ADSI
does not expose the SlD, password residue, and other items required to
migrate a Windows NT domain to NDS. This means the migration process is
via the user interface, and the current user interface makes this quite
laborious.

1.4.2 Disaster Recover

MCS is concerned with the effects NDS for NT has on recoverability in the
case of a system failure. Because NDS for NT moves all of the directory
information from the registry to the NetWare Directory, if the NT Primary
Domain Controller fails, the following steps would be necessary to recover.

Do a reverse migra{e to all the BDCs in the Domain.
Promote one ofthe BDCs to a PDC.
Reinstall and restore the original PDC as a BDC and restore files and applications.
Promote the restored BDC back to a PDC.
Reinstall NDS for NT on the PDC and each BDC in the domain.

This process seems rather involved and would cause a severe interruption of services and applications
hosted on NT. It’s important to point out that some of these applications are mission critical,
PeopleSofl for example. Furthermore, if any NT backup domain controllers are located remotely to
facilitate faster WAN Iogin and lower WAN traffic, as in the case of England and Australia, this
becomes an even more complex process. (Note: Novell has said that they will have a fix for this at
some point.)

MCS offers the following disaster recovery advice; prior to implementing NDS for NT thoroughly test
the above scenario and ulxtate the disaster recovery plan on how to recover in the advent of a failure.

1.4.3 Scalability

MCS has not heard of any large implementations of NDS for NT.
Considering what it takes to architect a large NDS implementation, MCS
questions what effects NDS for NT will have on the existing NDS
infrastructure. MCS would suggest interviewing early adopters of NDS for
NT prior to implementing NDS for NT. Furthermore, it would be important to

6
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understand the impact of NDS on NT would have on the existing NDS
servers and supporting network infrastructure. Note that NT servers would
need to run IPX/SPX to support NDS for NT as well as TCP/IP to access
other network resources and to comply with current standards.

NDS has partitioning requirements to keep from overloading its database as
well as replication limitations. The NDS data is threaded through several
files, remarkably similar to the file structure used by Microsoft directory
service prior to moving NT’s directory to utilize the JET database engine in
1991. Our concern is that the duplication of objects in the NDS directory will
impact performance significantly for all NDS authenticated users.

It’s also our understanding that in NDS for NT there is a limited one to one
relationship between an NDS container and a Domain. Therefore if an
enterprise has users spread across multiple NDS containers it may be
necessary to implement separate NT domains that are related to the
respective NDS containers.

With NDS for NT, NT domains become NDS groups. It is MCS’s
understanding, based on Novell recommendation that NDS groups should
not have more than 2000 members. This does raise the question about the
scalability of NDS for NT. Will this group limitation be an issue for the
Church?

Given that NDS for NT converts NT domains to NDS groupsl it is
recommended that interdependence between these NDS groups be tested in
order to ascertain that the necessary relationships exists between these NDS
created groups.

As the Church begins to develop large applications, the Church my find it
reasonable or necessary to deploy NT on Alpha systems in a effort to scale
an application to meet demand. There is no support for NDS for NT on Alpha
NT servers. Novell has indicated this is, "a hard problem" and has offered no
guarantees and little hope that it will be addressed in the future.

1.4.4 Upgrade and Update Capability

"NDS for NT: Making Windows NT Work for You", Brain Share. 1908, Salt Lake City.
Utah.
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Service Pack updates are questionable at best. MCS has not yet released Set"vice Pack 4.0. however we suspect it will replace the

existing sarnsv~ tilt To protc~ a~-~inst N~" Service Pac~s rcpl~cm~ ~ms~ ~11. ~S ~of ~ ch~ at shutdo~ t~m~ ~d ~pl~c~

~tw~ll V~lon MCS ~ltcv~s ~tcnt=al for [azl~ =s v~ h~ ~ s~n ~ ~y ~11 st~ d~ndin~ on n~w cx~ [rom ~ms~

~so =f for wh~t ~v~r r~n the new sams~ dll is lch in pl~� aRcr a ~’~cc p~k i~ll on a P~ or a 8~ ~� ~t~t=al o/~i~ I~n ~d ~c~ty

pr~l~ ~s h~ ff ~ ~ ~ ~ = ~ domain ~n~ll~ ~ ~uld ~ ~ ~ibdity ~ no ~. including ~

by ~� ~l~t o~ ~s ~ti~l Oil should ~ cl~iy ~dc~ =d MCS ~ld ~ ~ ~n i= r~o~=b~liti~ to ow ¢~tomc~

~’=~ ~ S~= 4.0 m W~ ~ S~5.0 ~ ~ S~ ~ ~ it ~. ~ ~ ~1~ S~ ~k. ~ ~

~5 ~11 not ~ pick~ ~ h ~ ~ (~ ~ ~ ~ ~ ~ ~ ~ ~fi~ SAMSRV.DLL i~mll~ ~

=e multiple ~ into ~� ~i~ ~ ~ti~i~ ~ in ~ ~ S~ 5.0. ~ ~ ~ s~= pl~ to ~ md r~ire= ~ o~fi~.

A Wm~ ~ S~ 5.0 ~i~ of~$ ~ ~ ~11 r~u~� a m~ ~. =d ~ ~ Iiale m~i~ion f~ ~ since Wi~

~ .4.5 Speed

Because all security calls are redirected from Ihe PDC, and BDC. to NetW’are. u~ers may experience additional delays in any

operation ~at requires any type of NT authentication.

At a recent Novell event, Brain Share1, a demonstration of NDS for NT was given. It was

observed that at that demonstration it took 35 seconds for a user to log on
against a (presumably) unloaded server in a tree with under ten users. This,
naturally, raises concerns about speed and response time, not only for user
authentication but also for any application that requires NT authentication.

1.4.6 Reliability

In order to install NDS for NT it is necessary to install the IntranetWare
Client. Based on past performance, Microsoft does not recommend the
IntranetWare Client for installation on servers, especially servers that also
host mission critical applications. MCS feels this is a high risk and should be
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considered carefully. It’s also important to know that there are issues with
using TCP/IP with Novell’s current IntranetWare client. This is one of the
main reasons the Church has had to maintain its dependence on IPX/SPX.

It will also be necessary to retest any NT server based applications that runs
on NT for reliability. CQH will need to be tested; DHCP, WINS, and DNS
services will all need to be tested.

Also, comments from PeopleSoft should be solicited to see if PeopleSoft and
Tuxedo are supported in environments where NDS for NT is in use as well as
the IntranetWare client.

1.4.7 Security

What are the implications of calls that used to go between the samsvr.dll and
the registry now being redirected across the network? Do the passwords retain their encrypted
state that they were originally transmitted in? If they are encrypted, is that encryption secure?

Windows NT has a feature where anonymous logon users can list domain user names and
enumerate share names. Customers who wanted enhanced security requested the ability to
optionally restrict this functionality. Windows NT 4.0 Service Pack 3 and a hoffix for
Windows NT 3.51 provide a m~chanism for administrators to restrict the ability for
anonymous logon users from obtaining system information. These anonymous connections are
also known as NULL session connections. ~
for NT currently do¢~ not include suppo~ fer re~-ict~ng ammymom ~iotts MC$ ~ this dcfic~maey as a seeu~t), w~.

1.5 Conclusion

To summerize the major points:

o
NDS for NT is a poor t~:hnical ~1 utio~ that &~n&~m~tally ahct,s N-r .$~.~. by r~,l~in~ it~ .~..,~.t~ty md =uth en tie~tion m~:h~n~.

~ NDS for Nq" m~t’e the mi.~..~’aticm from .NT 4 to NT 5 mm’e di,~cult.

o N’DS for N’r ts ne~ ~ inua-el~-x-~tlity solutiort but ° ix~int ~lutim~.

Microsoft. " Restricting Information Available to A~onymous L0gon Users - QI43474."
TechNct CD. January (1998): Microsoft May 1998.
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N"DS for N’]- does not simpli~’y Lhe gd~lnisu-~ivt: pro~_~ bu( [~er comphca~s ~.

It ~s ~e feehng of MCS. ~ well ~ m~y othem in ~e comfier ind~, ~at N~S for ~ is not a mai~ue~ product It is g ~inI so~uli~ ~ ~1 d~i~ed to

ap~ai to NetW~e ~tom~ w~th ~ ~x~ding b~ of Win~ ~ ~e~ ~d ~plicatio~ in a NetW~e le~cy envi~ent ~ile ~S f~ ~ ~p~ls to

some of ~ ~tome~ ~ ~ sto~p ~e to ~d~ ~e ~lized ~mis~tion of Windows ~ ~mai~. the subs~t~ ~, question~le s~b~lity.

~d de~nd nat~e of ~e impl~mtion ~ll ~ ~ ~
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