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Article 11 | :
Terminate-and-Stay-Resident Utilities

The MS-DOS Terminate and Stay Resident system calls {Interrupt 21H Function 31H and

Interrupt 27H) allow the programmer to install executable code or program data ina

reserved block of RAM, where it resides while other programs execute, Global data, inter-
; rupthmdlers,andemheappﬁmliomcznbemachAMmiduumdﬂsway.ngrams
that use the MS-DOS terminate-and-stay-resident capability are commonly known as
TSR programs or TSRs.

Th.isanicledescribcshowminstaﬂaTSRinRAM,howmcommunicnteMthlheresidem
' pmgmm,andhowthersidaupwgmmcanimemwithmw&mediscmﬁmpm-

ceeds&omagmeraldﬁaiptionofmeMs-DOSﬁmcuomuseﬁﬂmTSRpmgmmmsm
specific details about certain MS-DOS structural elements necessary to proper functioning
of a TSR utility and concludes with two programming examples.

Note: Microsoft cannot guarantee that the information in this article will be valid for fu-
ture versions of MS-DOS.

Structure of a Terminate-and-Stay-Resident Utility

The executable code and data in TSRs can be separated into RAM-resident and transient
portions (Figure 11-D). The RAM:-resident portion of a TSR contains executable code and
data for an application that performs some useful function on demand. The transient por-
tion installs the TSR; that is, it initializes data and interrupt handlers contained in the RAM-
resident portion of the program and executes an MS-DOS Terminate and Stay Resident

function call that leaves the RAM-resident portion in memory and frees the memory used
i by the transient portion. The code in the transient portion of a TSR runs when the .EXE or
’ .COM file containing the program is executed; the code in the RAM-resident portion runs
only when it is explicitly invoked by a foreground program or by execution of 2 hardware
or software interrupt.

i T5Rs can be broadly classified as passive or active, depending on the method by which

. control is transferred to the RAM-resident program. A passive TSR executes only when
another program explicitly transfers control to it, either through a software interrupt or by
means of a long JMP or CALL. The calling program is not interrupted by the TSR, so the
status of MS-DOS, the system BIOS, and the hardware is well defined when the TSR pro-
Sram Starts o execute,

In contrast, an active TSR is invoked by the occurrence of some event external to the
currently running (foreground) program, such as a sequence of user keystrokes or a pre-
defined hardware interrupt. Therefore, when it is invoked, an active TSR almost always
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Initialization code and data (thmmﬁhm)

Application code and data

Monitor routines

Program segment prefix

Figure 11-1. Organization of a TSR program in memory.

imerruptssomeodaerprogmmandmspendsits execution. To avoid disrupting the inter-
rupted program, an active TSR must monitor the status of MS-DOS, the ROM BIOS, and
lhehardwnreandtakecommlofthesystemonlywhenitissafetodoso.

Passive TSRs are generally simpler in theirconsmnctiondnnactive'r‘snsbemuseapassive
TSRrunsinmemmmofmcmmngpmgmn;thztis.whemhﬂSRmta.hm
thaxitmnusethedlingpmgram’spmgramsegrmpreﬁx(?&?),opmﬁlﬁ,mem
directory, and so on. See PROGRAMMING IN THE MS-DOS ENVIRONMENT: PrOGRAM-
MING FOR M5-DOS: StructureofnnAppliwtionProgmmhismcmllingpmmm'smpon-
sibﬂitymmsuretha:theha:dwamandMS-DOSmMasnblesmebefmeiwansfﬂs

AnacﬁmTSR,onthemhcrhmﬂismmkedasyndmnms}“ﬂmis.dwsmusofme
hmdwaqus-DOS,mdmeexecmingfmegmmdpmgmismdemmmaLewhmme
event that invokes the TSR occurs. Therefore, active TSRs require more complex code. The
RAM-r&ﬁdaupminnofmacﬁveTSRmustmnmmmodulﬁﬂmtmrﬁmﬂheopeﬂling

Tupt processing, hardware interrupt processing, and MS-DOS function processing. The
TSR activates the application (the part of the RAM-resident portion that performs the TSR's
main task) only when it detects the appropriate keyboard input and determines that the
application will not interfere with interrupt and M5-DOS function processing.

Keyboard input

An active TSR usually contains a RAM-resident module that examines keyboard input

for a predetermined keystroke sequence called a “hot-key” sequence. A user executes the
RAM-resident application by entering this hot-key sequence at the keyboard.

The technique used in the TSR to monitor keyboard input depends on the keyboard
hardware implementation. On computers in the IBM PC and PS/2 families, the keybcard
coprocessor generates an Interrupt 09H for each keypress. Therefore, a2 TSR can monitor
user keystrokes by installing an interrupt handler (interrupt service routine, or ISR) for
Interrupt 09H. This handler can thus detect a specified hot-key sequence.
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ROM BIOS interrupt processing

The ROM BIOS routines in IBM PCs and P5/2s are not reentrant. An active TSR that calls
the ROM BIOS must ensure that its code does not altempt to execute 2 ROM BIOS function

that was already being executed by the foreground process when the TSR program took
control of the system.

The IBM ROM BIOS routines are invoked through software interrupts, so an active TSR
can monitor the status of the ROM BIOS by replacing the default interrupt handlers with
custom interrupt handlers that intercept the appropriate BIOS interrupts. Each of these in-
terrupt handlers can maintain a status flag, which it increments before transferring control
to the corresponding ROM BIOS routine and decrements when the ROM BIOS routine has
finished executing. Thus, the TSR monitor routines can test these flags to determine when
non-reentrant BIOS routines are executing. :

Hardware interrupt processing

The monitor routines of an active TSR, which may themselves be executed as the result of
a hardware interrupt, should not activate the application portion of the TSR if any other
hardware interrupt is being processed. On IBM PCs, for example, hardware interrupts are
processed in 2 prioritized sequence determined by an Intel 8259A Programmable Inter-
rupt Controller. The 8259A does not allow a hardware interrupt to execute if a previous

- interrupt with the same or higher priority is being serviced. All hardware interrupt:
handlers include code that signals the 8259A when interrupt processing is completed.
(The programming interface to the B259A is described in IBM's Technical Reference
manuals and in Intel’s technical literature.)

If a TSR were to interrupt the execution of another hardware interrupt handler before the
handler signaled the 82594 that it had completed its intesTupt servicing, subsequent hard-
ware interrupts could be inhibited indefinitely. Inhibition of high-priority hardware inter-
rupts such as the timer tick (Interrupt 08H) or keyboard interrupt (Interrupt 09H) couid
cause a system crash. For this reason, an active TSR must monitor the status of all hardware
interrupt processing by interrogating the 8259A t ensure that control is transferred to the
RAM-resident application only when no other hardware interrupts are being serviced.

MS-DOS function processing

Unlike the IBM ROM BIOS routines, MS-DOS is reentrant to a limited extent. That is, there
are certain times when MS-DOS’s servicing of an Interrupt 21H function call invoked by 2

foreground process can be suspended so that the RAM-resident application can make an .
Interrupt 21H function call of its own. For this reason, an active TSR must monitor operat-

ing system activity to determine when it is safe for the TSR application to make its calis

to M5-DOS.

1
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Part C: Custornizing MS-DOS

MS-DOS Support for Terminate-and-Stay-Resident

! Several MS-DOS system calls are useful for supporting terminate-and-stay-tesidert
! utilities. These are listed in Table 111, See SYSTEM CALLS.

Table 11-1. MS-DOS Functions Useful in TSR Programs.

Function Name Call With " Returns Comument
{ Terminate and AH=31H Nething Preferred over Interrupt
Stay Residers AL = return code 27H with MS-DOS
' DX = size of resident program versions 2.x and kater
Gn 16-byte paragraphs)
INT 21H
Terminate and CS=PsP Nothing ’ Provided for com-
Sty Resident DX = size of resident program patibilivy with
(brytes) M5-DOS versions 1.x
INT 271 i
t
b Set Internux AH = 251 Nothing
Vector AL = interrupt number
DS:DX = address of interrupt
handier
INT 21H
GetInterrup AH = 35H ES:BX = address of
Vecior AL = intexrupt number interrupt handler
. INT21H
: Sct PSP Address AH = 50H Nothing
! BX = PSP segment
. INT 21H
Get PSP Address AH = 51H BX = PSP segment
INT 21H
Set Extended AX = SDOAH Nething MS-DOS versions 3.1
Emor Information DS:DX = address of 11-woed dara structure: ’ and kater
‘word 0: register AX
as returned by Function S5H
word 1: register BX
word 2: register CX
word 3; register DX
word 4: register §1
word $: register DI
word 6: segister DS
word 7: register ES

words 8- 0AH: reserved: should be 0
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Article 11 Terminate-and-Stay-Resident Utilities

Table 11-1. Continued,

Panction Name Call With Returas Comment
Get Extended AH = 594 AX = extended error
Error Information BX~=0 code
i INTZ2IH BH = error classy
BL = suggested action
CH = eror locus
Set Disk AH = 1AH . Nothing
Transfer Area DS5:DX = address of DTA
Address INT2IH
Get Diskg AH = 2FH ESBX = address of
Transfer Area INT 21H curendt DTA
Address
Get InDOS Flag AH = 34H ES:BX = address of
Address INT21H InDOS flag

Terminate-and-stay-resident functions

MS-DOS provides two mechanisms for terminating the execution of a program while leav-
Mamditmmmmmmmmmammmm{m
tion 31H.

Interrupt 21H Function 31H

‘When this Interrupt 21H function is called, the value in DX specifies the amount of RAM
ﬁnpﬂmgmphs)&mismremainﬂbmtedaﬁadmpmgmmterminam,smmgmhe
program segment prefix (PSP), The function is similar to Function 4CH (Terminate
Process ﬁﬂ:RetumCode)indumpamamumoodeinAmeitdiﬁminﬂntopen
files are not automatically closed by Function 31H,

Interrupt 27H
WhenImmuptzniismcumd.thevﬂmpasedMDXspeciﬁalhemberofbytesof
nmwryrequﬁedfmtheRAM-midunpmgmmMS-DOSwmﬂxvaluepassedMDx
fmmbytsmpamgmphs.setsAmeandjmnpsmumsanmoodeMWIdbeexe-
cunedforlmmuptZlHFuncﬁonau-l.Imu-ruchTl—IislmsﬂexiblethmIme:mp:zm
meﬁonambeausenﬁmitsmesizeofthepmgmmﬂmanmminmsideminmm
Gilm.nmqmresﬂmCSpohumthcbascofﬂwPSRmditdoesnotpasaretumoode.
Later versions of MS-DOS support Interrupt 27H primarily for compatibility with versions
1x

TSR RAM management

In addition to the RAM explicitly allocated to the TSR by means of the value in DX, the
RAMalbatedbtheTSR‘senﬁrmmmranainsreﬁdemwhmthehmalh:lonponion
of the TSR program terminates. {The paragraph address of the environment is found at
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- .. offset 2CH in the TSR's PSP.) Moreover, if the installation portion of a2 TSR program has

.- sed Interrupt 21H Punction 48H (Allocate Memory Block) to allocate additional RAM, this
memory also remains allocated when the program terminates. If the RAM-resident pro-
gram does not need this additional RAM, the installation portion of the TSR program
should free it explicitly by using Interrupt 21H Function 49H (Free Memory Block) before
executing Interrupt 21H Function 31H.

Set and Get Interrupt Vector functions

Two Interrupt 21H function calls are available to inspect or update the contents of a
specified 8086-family interrupt vector. Function 25H (Set Interrupt Vector) updates the
vector of the interrupt number specified in the AL register with the segrnent and offset
values specified in DS:DX. Furction 35H (Get Interrupt Vector) performs the inverse
operation: It copies the current vector of the interrupt number specified in AL into the
ES:BX register pair.

Although it is possible to manipulate interrupt vectors directly, the use of Intermupt 21H
Functions 25H and 35H is generally more convenient and allows for upward compatibility
with future versions of MS-DOS,

.Set and Get PSP Address functions

MS-DOS uses a program’s PSP to keep track of certain data unique to the program, includ-
ing command-line parameters and the segment address of the program's environment, See
PROGRAMMING IN THE M5-DOS ENVIRONMENT: PROGRAMMING FOR M3-DOS: Structure
of an Application Program. To access this information, MS-DOS maintains an internal vari-
able that always contains the location of the PSP associated with the foreground process.
‘When a2 RAM-resident application is activated, it shoulkd use Interrupt 21H Functions S0H
{Set Program Segment Prefix Address) and 51H (Get Program Segment Prefix Address) to
preserve the current contents of this variable and to update the variable with the location
of its own PSF. Function S0H (Set Program Segment Prefix Address) updates an internal
MS-DOS variable that locates the PSP currently in use by the foreground process. Function
S1H (Get Program Segment Prefix Address) seturns the contents of the intemnal MS-DOS
variable to the caller. -

Set and Get Extended Error Information functions

In MS-DOS versions 3.1 and later, the RAM-resident prograrm should preserve the fore-
ground process’s extended error information so that, if the RAM-resident application
encounters an MS-DOS error, the extended error information pertaining to the foreground
process will still be available and can be restored. Interrupt 21H Functions 5%H and
SDOAH provide a mechanism for the RAM-resident program to save and restore this
information during execution of a TSR application.

. Function 59H {Get Extended Error Information), which became available in version 3.0,
retums detailed information on the most recently detected MS-DOS error. The inverse
operation is performed by Function SDOAH (Set Extended Error Information), which can
be used only in MS-DOS versions 3.1 and later. This function copies extended error
information to MS-DOS from a data structure defined in the calling program.
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Article 11: Terminate-and-Stay-Resident Utilities

‘Set and Get Disk Transfer Area Address functions

Several M5-DOS data transfer functions, notably Interrupt 21H Functions 21H, 22H, 77H,
and 28H (the Random Read and Write functions) and Interrupt 21H Functions 14H 2nd 15H
(the Sequential Read and Write functions), require a program to specify a disk transfer area
(DTA). By default, 2 program's DTA is located at offset 80H in its program segment prefix,
If a RAM-resident application calls an MS-DOS function thar uses a DTA, the TSR should
save the DTA address belonging to the interrupted program by using Interrupt 21H Func-
tion 2FH (Get Disk Transfer Area Address), supply its own DTA address to MS-DOS using
[nterrupt 21H Function 1AH (Set Disk Transfer Area Address), and then, before terminat.
ing, restore the interrupted program's DTA.

The MS-DOS idle interrupt (Interrupt 28H)

Several of the first 12 MS-DOS functions (01H through OCH) must wait for the occurrence
ofmexpectedevmsxhasauserkeypm These functions contzin an “iile loop™ in
which looping continues until the event occurs. To provide a mechanism for other system
activity to take place while the idle loop is executing, these M5-DOS functions execute an
Interrupt 28H from within the loop. .

Thede&ukMS—DOShandkrfaImmuptZBHisonlymlRETinsmmionBysuppiying
itsawntmxdlufmlmermptzsli.amanpedmnsomeuseﬁdacﬁmatmnawﬁm
M&DOSismherMseidle.Speciﬁmlly,acmmlntemsptBHhandlamnbemedm
examine the current status of the system to determine whether or not it is safe to activate
the RAM-resident application.

Determining MS-DOS Status -

MS-DOS internal stacks

M3S-DOS versions 2.0 and later may use any of three internal stacks: the /O stack
(OStack), the disk stack (DiskStack), and the auxiliary stack (AuxStack). In general,
10Stack is used for Interrupt 21H Functions O01H through 0CH and DiskStack is used for
the remaining Interrupt 21H functions; AuxStack is normally used only when MS-DOS has
detected a critical error and subsequently executed an Interrupt 24H. See PROGRAMMING
IN THE MS-DOS ENVIRONMENT: CUSTOMIZING MS-DOS: Exception Handlers. Specifically,
MS-DOS’s interna] stack use depends on which MS-DOS function is being executed and
on the value of the critical error flag.

The critical error flag

The critical errer flag (ErrorMode) is a I-byte flag that MS-DOS uses to indicate whether
or not a criticzl error has occurred. During normal, errorless execution, the value of the
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Part C; Customizing MS-DOS

critical error flag is zero. Whenever MS-DOS detects a critical ervor, it sets this flag to a
"- nonzero value before it executes Interrupt 24H, If an Interrupt 24H handler subséquently

e

invokes an MS-DOS function by using Interrupt 21H, the nonzero value of the critical erroc

flag tells MS-DOS to use its auxiliary stack for Int
instead of using the /O stack as it normally would,

errupt 21H Functions 01H through 0CH

In other words, when control is transferred to MS-DOS through Interrupt 21H, the function

number and the critical error flag together determine MS-DOS stack use for the function.

Figure 11-2 outlines the internal logic used on entry to an MS-DOS function to select which .
stack is to be used during processing of the function. As stated above, for Functions 01H o
through OCH, MS-DOS uses /OStack if the critical error flag is zero and AuxStack if the '
flag is nonzero, For function numbers greater than 0CH, MS-DOS usually uses DiskStack,

but Functions 50H, 51H, and 59H are important exceptions. Functions 50H and 51H use

either IOStack (in versions 2.x} or the stack supplied by the calling program (in versions

3.x). In version 3.0, Function 59H uses either JOStack or AuxStack, depending on the
valueofthecritim!ermrﬂag,butinversions&!andlater,?uncﬁonﬁﬁ‘l-!almysum

AuxStack
MS-DOS versions 2.x

if (FunctionNimber >= 03H and FunctionNumber <= OCH)

or
FunctienNumber = 508
or

FungtionNusber = S1H

then if ErrorMode =
then uzse I0Stack
else use AuxStack

else ErrozMode = O
use DiskStack

MS-DOS version 3.0

if Funct ionNumbexr = 50H
or
FunctlonNumber = 51H#
or
Functionifumber = 62H

use caller’s stack

ir (FunctionNumber >= (OlH and FuncticonNumber <= OCH}

Function Numbar = 594

then if ErrorMode = 0

then use IdStack

else use AuxStack

#lae ErrorMode = 0
vie DiskStack

Figure i1-2. Strategy for use of M5-DOS internal stacks.
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Article 11: Terminate-and-Stay-Resident Utilities

MS-DOS versions 3.1 and later
if FunctionNumber = 334

or

FunctionNumber = S0H

or

FunctionRurber = 518

or

Functicnumber = 628

then use caller’s stack

elae if (FunctionNumber »= 01H and FusctionNumber <m OCH)

then 1 ExrrorMede = 0
then use ICStack
else use AuxStack

else 1f FunctionNumber = SOy
then use AuxStack
#lss Erroridode =
uge DiskStack

Figure 11.2. Confinued.

ThisschememakethnctimsOIchJmLShOCHmcmmmaﬁnﬁtedscnse,inﬂma
substitute critical error (Interrupt 24H) handler invoked while the critical error flag

is nonzero can stil] use these Interrupt 21H functions. In this situation, because the
flag is nonzero, AuxStack is used for Functions 01H through OCH instead of /QSiack
Thus,ifiasmdisinusewhmdncﬁﬁmleﬂmisdetected,itsmmemsarepmsewed
during the handler’s subsequent calls to these functions. ;

Thesmck-seleaionbgkdifi&ssﬁghdybetmnM&DOSmsimsZmd&mvasiom
3.x, a few functions —notably 50H and 51H— avoid using any of the MS-DOS stacks.
Thﬁeﬁnmﬁonspmfmmunmmplkmedtasksdmmakemkﬁmaldemmdsfmmk
space,somemllingprosram'sstackigassunwdwbeadequate for them,

The InDOS flag

InDOS is 2 1-byte flag that is incremented each time an Interrupt 21H function is invoked
and decremented when the function terminates. The flag’s value remains nonzero as long
as code within M5-DOS is being executed. The value of InDOS does notindicate which .
internal stack MS-DOS is using.

Whenever MS-DOGl detects a critical error, it zeros InDOS before it executes Interrupt 244,
This action is taken to accommodate substitute Interrupt 24H handlers that do not rerum
controf to MS-DOS. If InDOS were not zeroed before such a handler gained control, its

value would never be
calls to MS-DOS.

decrmmexnedandumldthereforebeinconectduringmbsequem

The address of the 1-byte InDOS flag can be obtained from MS-DOS by using Interrupt
21H Function 34H (Return Address of InDOS Flag). In versions 3.1 and later, the 1-byte crit-
ical error flag is located in the byte preceding InDOS, 5o, in effect, the address of both
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The Multiplex Interrupt

flags can be found using Function 34H. Unfortunately, there is no easy way to find the
critical error flag in other versions. The recommended technique is 1o scan the MS-DOS
segment, which is returned in the ES register by Function 34H, for one of the following
sequences of instructions:

[P —

= 134 ss:(CriticalirrotFlag|,0FFH :{veesions 3.1 and later)
jne NearlLabeli -
push as: [NearWord]
ing 28H
or
cmp ss:|CriticalErrorFlag], 00 ; {versjons earlier than 3.1)
jne ¥earLabel
int 2BH

When the TEST or CMP instruction has been identified, the offset of the critical error flag
can be obtained from the instruction’s operand field.

The M5-DOS multiplex interrupt (Interrupt 2FH) provides a general mechanism for a
program to verify the presence of 2 TSR and communicate with it. A program communi-
cates with a TSR by placing an identification value in AH and a function number in AL and
issuing an Interrupt 2FH. The TSR's Interrupt 2FH handler compares the value in AH to its
own predetermined ID value. If they match, the TSR's handler keeps control and performs
the function specified in the AL register. If they do not match, the TSR's handler refin-
quishes control to the previously installed Interrupt 2FH handler. (Multiplex ID values 0OH
through 7FH are reserved for use by MS-DOS; therefore, user multiplex numbers should be
in the range 80H through OFFH.)

The handler in the following example recognizes only one function, corresponding to

AL = O0H. In this case, the handier returns the value OFFH in AL, signifying that the han-
dleris indeed resident in RAM. Thus, a program can detect the presence of the handler by
executing Interrupt 2FH with the handler's ID value in AH and 00H in AL,

mov ah Multiplexid
mov al,00H

int 2FH

cmp al,OFFH

ja Alreadyinstalled

To ensure that the identification byte is unique, its value should be determined at the

time the TSR is installed. One way to do this is 1o pass the value to the TSR program asa
command-line parameter when the TSR program is installed. Another approach is to place
the identification value in an environment variable. In this way, the value can be found in
the environment of both the TSR and any other program that calls Interrupt 2FH to verify
the TSR's presence.
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—

In practice, them.lltipleximemxpt can also be used 1o pass information 1o and from a )
RAM-resident program in the CPU registers, thus providing a mechanism fora program to
: share control or status information with a TSR, .

TSR Programming Examples

One effective way o become familiar with TSRs is to examine functional programs,
Therefore, the subsequenit pages present two examples: a simple passive TSR and a more
complex active TSR

. HELLO.ASM

hello

-
=
(3
]

# Descriptionp: This RAM-residant (:eminar.e-and-stay-reaiden:‘.' utility

H displays tha message "Hello, Werld™ in tesponse to a
: software Einterrupr.
¢ Co a: A ble and link to create HELLO.EXE.

Execute HELLO.EXE to make resident.

7 Execure INT 64h to display the message.
TSRInt EQu 64k
STDOUT EQU 1

RESTDENT_TEXT SEGMENT byte public *copg’
RSSUME cs :RESIDENT_TEXT, ds:RES IDENT_DATA

TSRActien PROC far
143 i enable Incerrupts
push ds i presearve registers
push ax
push bx
push ex
Push dx
! Figure 11-3. HELLO.ASK, a passive TSR, {more)
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inc
pop
pop
pop
Fop
iret

TSRAction ENDP

RESIDENT_TEXT ENDS

RESIDENT_DATA  SEGMENT

Messaga oA

RESIDENT_DATA ENDS

TRANSIENT_TEXT  S$EGMENT
ASSUME

HelloTSR PROC far

dx, #eg RESIDENT.DATA

ds, dx

dx, offset Message i DS:DX ~> message

cx, 16 i T = length

bx, 5TDOUT { BX = file handle

ah, 40h ; AH = INT 214 functicn 40H .
7 [(Nrite File)

2ih ; display the massage

dx 7 restore registers and exit

cx '

bx

ax

ds

word public *DATA' .

OCh, DAh, *Hello, Werld®, 0Dk, 0Ah

Para public *TCODE*

©%:TRARSIENT_TEXT, 38t TRANSIENT_STACK

¢ At entry: CS:IP ~> SnapTsR
H 55:8P ~> stack .
H DS,ES -> PSP

¢ Install this TSR’s interrupt handler

mav
mov
mowv
mov
mov
int

ax, 3eg RESIDENT.TEXT

ds, ax

dx, offset RESIDENT_TEXT: TSRACt ion
al,TSRInt

ah, 25h

21h

i Terminate and stay resident

mnov

mov
sub

Flgure 11-3. Continusd,

358 TheMs-DOS Encyclopedia

dx, cs ? DX = paragraph addresa of stare of
i transient portion {end of resident
, ; portion)
ax,es ¢ ES = PSP seqment
dx,ax $ DX = zize of residant portion

fmore)
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Asticle 11: Terminate-and-Stay-Resident Utilittes

mov ax, 3100h ; AH = INT 21H function number {TESRY
¢/ AL = O0H (raturpn code)
int 21h
HellaoTSR ENDP

TRANSIENT_TEXT ENDS

TRANSIENT_STACK SEGMENT word stack *TSTACK®
!' o)} 80h dup(?}

TRANSIENT_STACK ENDS

END HelloTSR

Figure 11-3. Continued.

The transient portion of the program (in the segments TRANSIENT_TEXT and

TRANSIENT_STACK) runs only when the file HELLO.EXE is executed. This instaflation

placedinmenmryatbwuaddr&ssesthanmemnsimtmdcmddata.ﬂms.whmlnw-
ruptZIHFunction3]Hiscalled,themcmoryoccupiedbylhctrﬂnsientponionofthepm-
gram is freed without disrupting the code and data in the resident portion.

The RAM containing the resident portion of the utilityis!eﬁimactbyMS—DOSduring
subsequent execution of other programs. Thus, after the TSR has been installed, any pro~
gram that issues the software interrupt recognized by the TSR (in this example, Interrupt
64H) will transfer control to the routine TSRAction, which uses Interrupt 21H Function
40H to display a simple message on standard output.

Part of the reason this example is so short is that it performs no error checking A truly reli-
able version of the program would check the version of MS-DOS in use, verify that the pro-

at the time the resident utility is executed.
SNAP ASM

. The preceding assumption is a reliable one in the case of the passive TSR in Figure 11-3,
which executes only when it is explicitly invoked by a software interrupt. However, the
situation is much more complicated in the case of the active TSR in Figure 11-4, This
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program is relatively long because it makes no assumptions about the stability.of the
" Operating environment. Instead, it monitors the status of MS-DOS, the ROM BIOS, and the
hardware interrupts to decide when the RAM-resident application can safely execute,

g
H
by

Description:

ot T TR SO,

Comments:

A I T R

.

.-

MultiplexIn

TSRStackSiza

KB_FLAG

KBIns
KBCaps
KBNum
KBScrol)
KBAlt
KBCtl
KBLeft
KBRight

SCEnter
CR
LF

TRUE
FALSE

RESIDENT_ GROUR GROUP

Figure 11-4. SNAPASM, ¢ video snapshot TSR,

anap
This RAM-resident (terninnte-and-atay-residentl utility
produces a video "snapshot™ by copying the concents of the
videa regeneration buffer to a disk file. 1Ie may be used
in 80-column alphanumeric video modas on IBM PCs and PS/2s.
Assemble and link vo Create SMAP.EXE,

Execute SNAP.EXE to make resident.

Press Alt-Enter to dump current contents of video buffer
to a disk file, .

BEQU 0CAN ¢ unlque INT 2FR ip value .

EQU 100h J resident stack size in bytea

EQU 17h 7 offser of shift-key status flag in
+ ROM BIOS keyboara data area

EQU 80h ! bit masks for KB_FLAG

EQu 40h

EQU 20n

EQu 10h

EQU 8

EQU q

EQu 2

EQU ]

EQu 1ch

EQU oph

EQuU Qah

EQU -1

EQU [}

PAGE

RESIDENT_TEXT, RES IDENT_DATAR, RESIDENT._STACK
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Article 11: Terminate-and-Stay-Resident Utilities

RESIDENT_TEXT SEGMENT byte public *CODE’
- ASSUME C¥:RESTDENT_GROUP, da:RESIDENT. GROUP

System varification routines

e w

varifyDOsState PROC near 2 Returns: Carry flag set if MS-DOS
; : is busy
'

push ds preserve these registers
push bx i '
push ax
1lds bx, cs:ErrorMadaiddr
mov ah, tbx) i AH @« ErxorMode flag
lds bx, ¢s: InDOSAddT
nav al, (bx] i AL = InDOS flag
xor bx, bx ¢+ BH = 00H, BL = QOH
cmp bl,cs:In1SR28 i carry flag set if INT 26H handler
i ia running :
rel bl,01h i BL = OTRA 1 INT 268 bhandler is rynning \
1
cmp b, ax ¢ carry flag zeroc i{f AH = 00K z .
- . 7 and AL <=~ B .
pPop ax : restores registers ) el
[ pop bx
i Pop ds
’ Tat

VerifyDOSState ENDP

;hzify!ntState PROC near Returna: carry flag set if hardware

or ROM BIOS unstable

L

push ax i preserve AX

¢ Verify hardwars interrupt status by interrogating Intel 82534 Programmable
¢ Interrupt Controller

mov ax, 0040101 th H AH =9
H = OCWI for Intel B259A (RR = 1,
7 RIS = 1)
Qut 20h,al i request B259A’s lin-gservice register
. Sap short L3o 7 wait a few cycles
L1g: in al,20h : AL = hardware interruprs currently
: being serviced (bit = 1 if in=service)
Figure 11-4. Continued, (more)
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362

cmp
e L1

i exlt if any hardware interrupts seill
+ being serviced

# Verify status of ROM BIOS intecrrypt handlers

xor al,al

cmp al,cu:InISRS

jc L1t

cmp al,cs:InlSR9

3c L1

erp al,cs:InISRTO

je L1

cmp al,cs:InISRYI
Liv: pop ax

et

VerifyIntState ENDP

VerifyTSRState PROC near

rol cs:HotFlag, 1
cme

b -] L20

ror c3:ActiveTsR, 1
¢ L20

call VerifyDOSState
je L20

call VarifylntState

L20: Tet
VerifyTSRState ENDP

PAGE

: AL = Dan
7 exit if curcently in INT 0S5H handler
5 exit if currently in INT 09K handler

i exit if currently in INT 10H handler

i set carry flay if currently in
# INT 13H handlar
: restore AX and return

Returns: carry flag set if TSR
inactive

carry flag set if {HotFlag ~ TRUE)

carry flag set if (HotFlag = FALSE)

axit if no hot key

N % oW

¢ carry flag set if (ActiveTSR = TRUE)
: axit if slready active

i sxit if M5-DOS unstable
i v carry flag if hardwacte or BIOS
fF unstable

: T A e e A e A e — A, ————

7 System monitor routines
H

ISRS BROC far

inc ©g:Inl5RS

Fgure 11.4. Contintied.
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INT 05H handler

: {ROM BIOS print screen)

increment status flag

{more)
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Articie 1): Terminate-and-Stay-Resident Utilities
. pushf
cli
call ¢3:PreviSRS I chain to previous INT 05H handler
dec ¢s:In1SRS i decrement status flag
iret
ISRS ENDP
’ ISR PROC  far : INT 08A handlar (timer tick, IRQO)
pushf
eli
call cs;PrevISRE ; chain to previous handler
cmp es:InISRA, 0
ine L ¢ exit if already 1n this handler
inc cs:InISRA ¢ lncrement scatus flag
sti t interrupts are ok ;
call VerifyTSRState '
je L3O ¢ Jjump if TSR ls inacrive
mov byte ptr cs:ActiveTSR, TRUE . .
call TSRapp
mov bLyte ptr cs:ActiveTSR,FALSE .
L30: dee ca:InISRE
L3 iret
ISRE ENDP
ISR9 PROC far + INT 09H handler
: (keyboard interrupt IRQ1)
i push ds ¢ preserve these registers
! puszh ax '
) Push bx
]
push ca
pop ds : DS => RESIDENT_GROUP
in al, 50h 7 AL = current scan code
pushf ¢ simulate an INT
cli
call da:PrevISRY ¢ let pravious handler execute
. Figure 11-4. Continued. (more)
+
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Part C: Customizing MS$-DOS

P——

mov ah,ds:InlSRY i if already in this handler ..
or ah,ds:HotFlag i .. ©OF gurrently processing hot key ..
i inz L43 i .. Jump ke exit

< d i ¢

inc ds:InISRG
133

inczement status flag
now interrupts are ok

"o

¢ Check scan code sequence

crp ds:HotSeqlen, 0
- ie L40 : jump Lf no hot seguence to match .
mov bx,ds:AocIndex
cmp al, [bx+Hot Sequence] ; test scan code sequence
jne LN ¢ jump if no maceh
ine bx .
cmp bx,ds:HotSeqlen
ik L42 ¢ Jump Lf not last scan code to match

. 7 Check shift-key state

L40: push da '
mov ax, 40k
mav ds,ax ; DS -> ROM BIOS data area -
mov al,ds: (KR_FLAG] ; AH = ROM BIOS shift-key flags -

pop ds
al,ds:HotKEMask : AL = flags AND “don’t care”™ mask
al,da:HotKBFlag
L4z 7 Jump if shift state dees not match
7 Set flag when is found
byte ptr ds:HotFlag, TRUE

bx,bx reinitialize index

ds:HotIndex, bx update index into sequeace
ds:InISRY decremant status flag

bx restore registers and exit
pap ax
Pop ds
iret

ISRY ENDP

Fgure i1-4. Continued.
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Article 11: Terminave-and-Stay-Resident Uriliches

Isr10

ISR10

ISR12

ISR13

ISR1B

ISR1B

ISR23

ISR23

ISR24

PROC
inec
pushf
cli
call

dec
iret

ENDP

PROC
ing
pusht
cli
call
pushf
dec
popf

sti
rer

ENDP

PROC

mov
iret

ENDP

PROC

mov
irer

ENDP

PROC

mov

Figure I1-4. Confinusd.

far ; INT 10H handler (ROM BIOS video 1/0)
cs:InISR10 ¢ lncrement status flag

c3:MravISRI0 : chain to previous INT 104 handler
€s:InISRI0 ; decrement status flag

far INT 13K handlez

¢ {ROM BIDS fixed disk I/0)

cs:InISR13 increment scatus flag

¢s:PrevISRI3 ¢ chain te previcus INT 13H handler
preserve retuzned flags

decrement status flag
reatore flags register

¢a:InISRT3

-

-

enable inte:gupns
simulate IRET without popping flags

L]
-~

far # INT 1BH trap {(ROM BIOS5 Ctrl-Break)

byte ptr ca:Trap!B, TRUE

far ¢ INT 23H trap (MS-DOS Ctrl-C)

byte pcr cs:Trap23, TRUE

far ; INT 24H trap (MS-DOS critical error)

byte ptr cs:Trapl4, TRUE

(more}
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L50:

I5R24

1SR28

L60:

LET:

1SR28

ISRZF

cmp
je

mov

iret

ENDP

PROC
pushf
el
<all
jne
ing
call
je
call
mov
dec

iret

Enpe

FROC

cnp
je

Jmp

Figure 11-4. Continued.

al,al AL =~ 00H (MS-DCS 2.x):
cs:MajorVersion,2 : ignore the error

L0
al,3 i AL = O3H (MS-DOS 3.x):
i fail the M5-N0S call in which
i the critical error occurrad
far 7 INT 28H handler

(M5-DOS idle interrupt]

c3:ProviSR28

ch;in to previocus INT 28H handler

cs:InISR28,0

L6t ¢ exit if already inside this handler
ca:InISR28 ¢ increment status tlag
VerifyTISRState

L60 i Jump if TSR is inactive

byte ptr ca:ActiverSR, TRUE
TSRapp
byte ptr cs:ActiveTSR,FALSE

¢s:InISR28 i decrement status flag

far INT 2FH handlez
{M5-005 multiplex interrupe)
Caller: AH = handler ID

AL = funciion number

e % e owe

for all other functions: nothing

ah,MultiplexID
LT ¢ jJump 1f this handler is requested
c3;:PrevISR2E ¢ chain 5 previous INT 2FH handler

MSC 00131488

Returas for functicn 0: AL = OFFH

- g

more)
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Anticle I1: Terminate-and-Stay-Resident Unifities

L7Q: cest al,al

H

inz MultiplexIRET H

Function 0: get insvalled sState

mov al,0FFh H
MultiplexIRET: iret H
ISR2F ENDEP

PAGE

T % me ow owe wy

RuxInt2i--sets ErrorMode while executin
AuxStack instead of the IOStack.

AuxIne2t PROC near H
push ds
push bx
las bx,ErrorodeAddr
inc byte ptr [bx) 7
pop bx
Pop ds
int 2th ;
push ds
push bx
lds bx,ErrorModehddr
dec byte prr [bx] ¥
pop bx
pop ds
ret

Auxint21 ENDP

Int2iv PROC near

cmp DOSversion, 30Ah
b L&D :
int 21h :
rat

Figure 11-4. Continued,

jump if reserved or undefined funerion

AL = OFFH (this handler is installed)

return Irom interrupt

9 INT 21H to force use of the

Cailler: regiaters for INT 21
Returns: ragisters from INT 21R

Errocdode is now nonzero

perform M5-DOS function

restore ErrorMade

pextform INT 2tH or Auxine21,
depending on MS-DOS versian

jump if earlier than 3.1

versions 3.1 and later

(more}
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LAQ: call AuxInt21 ¢ versions earlier than 3.1

ret
Int21v " Enpp
PAGE
! RAM-rezident application
: ———— ——— -
TSRapp PROC near
{ ¢ Set up a safe stack
push ds § save previous DS on previocus stack
push cs
pop ds ¢ DS -> RESIDENT_GROUP
i
mov Pravse,sp i save previvus 55:5p
ROV Prev5is,as
i mov s3, TSRSS 3 SE:5P -> RESIDENT_STACK
mov sp, ISRSP
push es ¢ Preserve remaining registers
push ax
Push bx
push X
push dx
. . push si
push di
push bp
cld i clear direction flag

; Set break and critical erTor traps

mov ex, NTrap
mov si,offzet RP.SIDEHT..GROUP:Statt‘l'rapList
L9Q: lodsh 7 AL = interrupt number
; D8:51 -> byte past interrupt number
mov byte ptr [si),FALSE i zearo the trap flag
push ax ¢ praserve AX
mov ah, 3%h ¢ INT 21H fypcrion JSH
i (get interrupt vectar)
int 2% ¢ ES:BX = previgusg interrupt vecter
mov Isi+1), b i Bave offset and sagment ..
' mow [si+3],es ¢ -. of pravicus handier
Figure 11-4. Continued. (more}
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Afticle 13: Terminate-and-5tay-Resident Utilities

Pop
L
nowv
int
add

loop

]

nov

int
mov

Xor

mav
ine

¢ Preserve previous

emp
jb

Inform M5-DOS

L91: mowv

call

’mov

mov
mov
call

Figure 11-4. Continued,

ax

dx, {si+5}
ah, 25h
2%

st,7

L90

AL = interrupt number
PS:DX ~> this TSR"s trap
INT 218 function 25H
(set interrupt wvector)

H
H
; DS:8@ => next in list

Disable M5-DOS break checking during disk IfO

ax, 3300h ; A = INT 21K function number
¢ AL = O0H (request current break state)
2th 7 DL = current break state
PrevBreak,dl i PIeserve current state
dl,dl t DL » GOH (disable disk 1/0 break
7 <hecking)
ax, 3301h § AL = 0tH (set bresakx state)
21h
extended error information
DOSVarsion, 3QAh .
L ; Jump if MS-DOS version earlier
7 than 319
ds 2 presarve DS
bx, bx ; BX = O0H (required for function 59#)
ah, 59 ; INT 214 function 598 :
Int21v ¢ {get extended error info}
ca:PrevExXtErzDS, ds
ds
PrevExtErrAX,ax ; preserve error information
FrevExtErrBX,bx ; in data atructure
PrevExtEreCX,cx
PrevExtErzbX, dx
PrevExtErcSI, sl
PrevExtErzDI,di
PrevExtECzES,as

about current PSP

ah.51h
Int2iv

PrevPSP, bx
bx, TSRESP

ah, 50h
Int2y

4 INT 2IH function 51H {get PSP address)
: BX = foreground PSP

preserve preavious PSP

BX = resident PSP
INT 21H function 504 (sat PSP address)

(mere}
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Part C: Customizing MS-DOS

370

: Inform M$-DOS about current DTA (not
: because DTA is not used)

; Open a file, write to

mov

push

int

pop

jne

jbe

chp
ine

mnev

192: pusah
mov
xor
mov
mov

Figure 11-4, Continued.

The M$-DOS Encyclopedia

ah,2Fh

21h
PrevDTAofEs, bx
FPrevDIAseg.ea

ds
ds,TSRPSP
dx,80h
ah, YAh
Zth

ds

really necessary in this application

o W v

it, and close it

ax,0EQ7h

10h

- mp me

INT 21H function 2FH
{get DTA address] into ES:BX

preserve D5

p5:DX -> default DTR av PSP:0080R

INT 21H function 1AH
(set DTA address)
restore D§

AH = INT 10H function number
(write teletype)

AL = O7H {bell characrter}
emit a beep

dx,offaat RESIDENT.GROUP:SnapFlle

ah, 3Ch

ex, 0
21h
L94

ax
ah,0Fh
10h

bx

ah, 80
L33

dx, 0BBOOh
al,3
L92

al,?
LS3

dx,0B00OK

as

ds,dx
dx.dx

cx, 8082592
ah, 40n

LI

L R

- ‘.

-

-

-y %

INT 214 function 3CH
{create file handle)
file attribute

jump 1f file not copened

push file handle

INT 10H function OFH {get video status}

AL = video mode number

AY = pumber of character columns
BX = £ile handle

4ump if not BO=column mode

DX = color video buffer segment

jump if color alphanumeric meode

jump if not monochrome mode

DX = monochrome videa buffer segment

DS:DX -~> start of wvideo buffer
CX = numher of bytes to write
INT 214 function 40H (write file}

MSC 00131492

(more)
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Article 11: Terminate-and-Stay-Resident Utilities

int
. Pop

LS83: mov
. int

mow
inc

; Restors previous DTA

L94: push
lds
mov
int
Pop

+ Reatore previous PSP

rov
mov
eall

mov
cmp
b1

cmp
Jjae

mov
mov
int

21h

ds

ah, 3JEh # INT 21H function 3EH (close file)

21h

ax, 0EQTh : emit ancther beep

10h h
ds H i:l:eserva DS

dx, PravOTA # PS:DX ~> previous DTA

ah, 1aAh # INT 2'H Function 1AM {set DTA address)
21h

ds

bx, PravPSp ¢ BX = previous PSP

ah, 50h 7 INT 218 functien soH

Int2tv :

(set PSP addressj

i Restore previous extendad error information

ax,Posversion
ax, 30Ah

L85

ax, 0A00h

L85 5 Jump if M5 OS/2-DO5S 3.% box

2 Jump if HS-'DOS version sarlier than 3.1

dx, offset RESIDENT_GROUP: PrevExtErrInfo
ax, SDOAR

21h ; (restora extended error information)

7 Restore previgus MS-DOS break checking

L9S: mow
mov
int

mow
nov
push

L%6: loda

lds
mnov

int
Figure -4, Continued.

dl,PrevBreak i DL = previgus atate
ax, 3301h
2%h

: Restore previous break ang eritical error traps

cx,NTrap
=i, ,offset RESIDENT_GRDUP:Snr:TrapList
da { praserve DS

byte ptr cs:{si) ; AL = interrupt number

# ES$:SI ~> byte past interrupt number
dx,cg:{si+1] DS:DX =-> previous handler

ah, 25h 7 INT 210 function 25H
21h 7 [set interrupt wec=or)

(more)
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Part C: Customizing MS-DOS

add
loop
pop

i Restore all registers

mov
pop

i Finally, reset status

mov
ret
T5Rhapp ENDP
RESICENT_TEXT  ENDS
RESIDENT.DATA SEGMENT
ErrorModeiddr oo
InDOSAddAr oo
NISR oW
StartISRList DB
InISRS BB
PravISRS DD
DW
j+1: ]
InISA8 DB
. PrevISRE 00
ow
DB
InISRY DB
PrevISRS [+1:]
oW
DB
InISR10 DB

Figure 11-4. Continued,

372 The M5-DOS Encyclopedia

31,7 7 DS:SI ~> pext in list ,
L96
ds ; restore DS

bp
di
ai
dx
cx
bx
ax
as

as,Prevss 3 55:S5P -> previous stack

sp.Prevse
da i restore previous DS
flag and return

byte ptr cs:HotFlag, FALSE

word public 'DATA*

? i address of MS5-DOS ErrorMode flag
? - 7 address of M5-DDS InDOS flag

(EndISRList-StartISRList) /8 ; number of installed ISRs

a5h ¢ INT number
FALSE : flag
2? 4 gddreas of previous handlaer

offset RESIDENT. .GROUP:ISRS

dgh

FALSE
]

offset RESIDENT_GROUP:ISR8
09k
FALSE

i

©ffset RESIDENT_SROUP:ISRY

10h
FALSE

(more)
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Article 11: Tmnimmnd-&uy-ﬂaﬂdan Lhilities

PrevISR10 op
oW
' )]
InISR13 DB
PrevISR13 DD
| oW
1
' DB
InIsR28 DB
PreviSRr2g o1}
DW
DB
H InISR2F DR
PrevISR2F +)+]
DW
‘ EndISRLiat LABEL
l TSRPSP D
TSRsP DW
TSRSS ow
Pravesp DWW
! Prevse D
) ; Prevss bw
! Hot Indax oW
) flatSeqlen bW
f HotSequence bB
EndHot Seq LABEL
HotKBFlag o]
Hot HBMask B
. HotFlag bB
ActiveTSR DB
DOSVersion LABEL
. DB
Majorversion DB
¢ The following data is
NTrap DN
StarcTrapLise DB
Trapia 0B
PrevISR1B Do
o)}
)
. o]

Flgure 11-4. Continued.

R ——————————

>

offset RESIDENT.GROUP ISR1Q

13h

FALSE

?

offset RESIDENT._GROUP: ISR13

28h

FALSE

2

offset RESIDENT_GROUP: 1SR28

2Fh
FALSE

b

offset RESIDENT.GROUP: ISRZF

BYTE
? 7 resident PSP .
TSRStackSize ¢ resident SS:5p

seg RESIDENT_STACK

? i previous psp

? ! previocus 55:5p

z

[} # index of next scan code in sequence
EndHotSeq-Hot Sequence : length of hot-key sequence

SCEnter i hot sequence of scan codes

BYTE

KBAlt i hot value of ROM BIOS KB_PFLAG

{KBIns OR KBCaps OR KANum OR KBScroll} XOR OFFh

FALSE

FALSE

WORD .
? i miner version pumber .

? i major version number

used by the TSR application:

(E:nd'r:apLis:-Star:'rupr.isr.)/8 # nurber of traps
1Bh
FALSE

2

offset RESIDENT.GROUP: ISRIB

23h

(moare} .
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Part C: Customizing MS-DOS

Trap2l B FALSE
PreviSR23 oo ?
o offset RESIDENT_GROUP: ISR23
o3 24h
Trap24 ce FALSE
PrevISR24 [#)] 2
Dw offsat RESIDENT.GROUP: ISR24
EndTrapList LABEL BYTE
PravBreak DB ? : previcus break-checking flag
FravDTA LABEL  DWORD : previous DTA address :
PrevDTAOL s oW ? :
PrevDThseg oW H . .
PrevExtErrinfo LABEL BYTE i Previous extended error information
PrevExtErcAX W ?
PrevExtErrBX 1] ?
PrevExtEreCx oW ?
PrevExtErrpx oW ?
PravExtErrSi oW ?
PrevExtSrrdl oW ?
BrevExtErDs oW 7
; PravExtErrES oW ?
) DM 3 dup(0}
SnapFile oa ‘\snap, img* # output filename in root directory
RESIDENT_DATA ENDS

RESIDENT_STACK SEGMENT word stack ’STACK'
DB TSRStackSize dup(?)
RESIDEWT._STACK ENDS -

PAGE

Transient installation routines

“owa we my W

TRANSIENT_TEXT SEGMENT para publlic “TCODE*
ASSUME cs:TWSIEKT_TEXT.ds:RISIDEN‘r_DATA,ss:RESIDENT_STACR
7 AL entry: CS:IP -> InstallSnapTsSR
H $8:SP -» stack
i D$,ES -> pPSp
Figure 11-4. Continued, . (more)

InstallSnapTSR PROC far
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Article 11: Terminate-and-Stay-Resident Utilities

: Save PSP segment

ax, seg RESIDENT_DATA

ds,ax

TSRISE, a5

; Check che MS-DOS version

call

;

GetDOSVersion H

[

B5  -> RESIDENT.DATA

save PSP segment

AH = major version number
AL = minor version number

¢ Verify that this TSR is not already installed

L100:

Bafore executing INT 2FH in MS-DOS versions 2.x, test whather INT 2FH

vector is in use.

{Thus, in MS-DOS 2.x,

emp
ja

mov
§nc
mov

or
jnz

int
PoP
Jmp

mow
int

cmp
je

mov
call

Figure 11-4, Continued.

ah,2
L1311

ax, I52Fh
21h
ax,es
ax, bx

L100

ds
ax, 252Fh

H
H
;

’

;

¢

If so, aborr Lif PRINT.COM 1s using it.

if bvoth this preogram and PRINT.COM ace used,
this program should be made resident before PRINT.COM.]

jump if versien 3.0 or later

AH = INT 21H function number
AL = interrupt number

; ES:BX = INT 2FH vector

jump {f current INT 2FH vector ..
+. i3 nonzero

Al = INT 218 funcrion number
AL = Interrupt number

dx,seg RESIDENT._GROUP

ds, dx

dx,offset RESIDENT_GROUP :MultiplexIRET

21k
ds
short L103

ax, 0FFOCh
2Fh
ah,0FFh

L101

al, 1
FatalError

~

-

.

point INT 2FH vector to IRET

jump to Llnstall this TSR

look for PRINT.COM:

if resident, AH =« print queue length;
ctherwise, AH is wnchanged

Lf PRINT.COM is not resident .,

.. use multiplex interrupt

abort 1f PRINT.COM already installed

(more)
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Pant C: CﬁmmiﬁngMS—DOS

1101 mov "ah,MultiplexIB ; AR = multiplex interrupt IO valus
xor al,al i AL = 00H
int 2Fh i multiplex intarrupt
tast al,al
jz L1903 : jump if ok te Install
cmp al,0Ffh
jne L1gz2 i Jump if not already installed
mov al,2
call FatalError : already installed
L102: mov al,3
call FatalError : can'"t install

; Get addresses of InDOS and ErrorMode flags
L103: call GetDOSFlags

# Install this TSR's interrupt handlers

Push es i preserve PSP segment
mov cx,NISR
mov 3i,0ffset StartISRList

Lt04: lodsh # AL = interrupt number

: DS:SI «> byte past interrupt number

push ax ; preserve AX
mov ah, 35h ;7 INT 21H function 35H
int 21h ; ES:BX = previcus interrupt vector
mov [5i+1],bx i save offset and sagment ..
. ROV [8i¢l],es ! .. of previous hapdlar
pap ax ; AL = interrupt number '
push ds i preserve DS
mov dx, [si+5)
mov bx, seg RESIDENT_GROUP
mev ds, bx i DS:DX -> this TSR’s handlar
mov ah, 25h ¢+ INT 218 funcrion 25H
int 21h ; {set interrupt vector)
pap ds : restore DS
add 8i,7 ¢ DS:SI -> next in lisc
loop L104

i Frem the environmenc

pop as ¢ ES = PSP segment
push es i preserve PSP segmant
nov &s,es:[2Ch} ¢ E5 = segment of environment
Figure 11-4. Continued. (more)
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Article 2: Terminate-an;i-Shy—Raidem Utilities

i ; Terminate and

InstallsSnapT5R

GetDOSVersion

L11Q:

GetPO5SVersion
GetDOSFlags

mov
int

ah, 49h
2th

stay resident

pop
mewv

sub

int
ENDP

PROC

ASSUME
mov
int
cop
ib

xchg

ret

call

ENDP
FROC

ax
dx,cs

dx, ax

ax, 3100h

21h

near

N

i
;
H

H

ds:RESIDENT_DATA

ah, 30h
21h
al,2
L1110

ah,al

DOSVersion,ax

al,00h
FatalError

near

- -

LI

-

ASSUME ds:RESIDENT_DATA

+ Get InDOS address from MS-DOS

push

mov
int

Figure 11-4, Continued.

ah, 34h
21h

INT 21H function 49H
(free memory block)

AN = PSP segment

DX = paragraph address of starc of
transient portion {end of resident
portion)

DX = size of resident portion

A = INT 21H function number
AL = 00H (recurn code)

¢ Caller: 0S = seg HESIDENT._DATA

ES = PSP
Returns: AH = major version
AL = minor versien

INT 21H function 30H:
(get MS-DOS version}

jump if versions 1.x
AH = major wverslon
AL = minor version

save with major version in
high-order byte

abort if versions t.x

‘Caller: D5 = seg RESIDENT_DATA

Returns: InDOSAddr =-> InDOS
ErzorModeAddr -»> ErrorMode
Destroys: AX,BX,CX,DI

INT 21H function number
ES:BX ->» InDOS

(mare)
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mov word ptr InDOSAddr,bx
: mov word ptr InDOSAddr+2, es

; Determine ErrorMode address

mov word prr ErrorModeAddr+2,ex ; assume ErrorMods is
: in the sape segment
' ; as InDOS
mov ax,DOSVersion )
cmp ax, 30ah
jb Lt120 i Jump if MS-DOS veraion earlier
¢ than 3.1 ..
cmp ax, 0AQOh
jae L120 5 »» OF MS 05/2-DOS 3.x bon
dec bx 3 in MS-DOS 3,1 and later, ErrorMode
mov word prr ErrorModedddr,bx ¢ is just before InDOS

Jmp short L125 .

LIR0: i stan MS-DOS segment for ErrorMode N
- s
H mov cx, 0FFEFh ; CX = maximum number of bytes to scan ;
¥ . xor di,di 7 ES;DI =~> start of MS-DDS segment -~
H
. i.
. L12y: mov ax,word ptr cs:LF2 ; AX = opcode for INT 26H - S
H .
Li22: repne scash 7 scan for first byte of fragment .
ine 1126 s Jump if not found ;
cmp ah,as:[dl} 7, inspect second byte of opcode
ine L122 i jump if not INT 2BR
nov ax,word ptr cs:LF1 + 1 ; AX = opcode for CMP
. cmp ax.es: [di] [LF1-LF2) P
jne 123 . i jump if opcode not OV et
nov ax,es: {di] [{(LF1-LF2}+2] ; AX = offset of ErrorMode
Jmp short Li24 : in DOS segment
Liz3: nov ax,word ptr cs:LF3 4 1 ; AX = opcode for TEST
omp ax,es: (di] [LF3-LF4}
jne 21 ! jump if opcede not TEST
mov ax,es: [di] [{LF3I-LF4}+2] ; AX = cffset of ErrorMode .
E
L124: mov word ptr ErrorModedddr,ax - ]
o
L125: pop es .
et ~ 3
Figure 11-4. Continued. (maore) ;
i
2
. . .
1
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Article 11: Terminate-and-Stay-Resident Utilities .

7 Coma here if address of ErrorMode not found

L126:

mov
call

al,04n
FatalError

7 Code fragments for scanning for ErcorMode flag

LFnear
LFbyte
LFword
LF1:
LF2:

LF3:

LF4:
GetDOSFlags

FatalExror

LABEL
LABEL
LABEL

cmp
jne
int

test
ine
push
int
ENDP
PROC
ASSUME
push

mnov
mov

; Display the requested

mov
xor
shl
add
mov
mov
int

Pop
or

jz

i Terminate (M5-DOS 2.x

mnov
int

Figure 1i-4. Continued.

e

near ; dummy labels for.addressing
byte
word
i MS~DO5 varsions earlier than 3.1
ss3:LFbyte,D ¢ CMP ErrorMode,0
LFnear
28h
7 MS-DOS wersions 3.7 and later
s8s:LFbyte,0FFh ; TEST ErrorMode, OFFH
LFnear .
ss:LEword
28h
near # Caller: AL = measage aumber .
; ES = PSP :
ds:TRANSIENT_DATA
ax ¢ save message number on stack !

bx, seq9 TRANSIENT_DATA

ds,bx

message

bx, offget MessageTable

ah,ah
ax,1
bx,ax
dx, [bx}
ah, 09h
21h

ax
al,al
Lo

and later)

ah, ACh
21h

AX = message number

AX = offset into MessageTable

D§:BX -> address of message

D5:8X ~> message

INT 21H function 09H (display string)
display error message h

v e wy om W

AL = message number

tS

jump if message number is zero
(MS=DOS versions 1.x)

INT 21R function 4CH
(terminate process with return code)

.~

(more) )
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380

7 Terminate (MS5~DOS 1.x)

L130 PROC far

push es 7 push PSP:Q000H

xOT ax, ax

push ax

rat : far return {jump to PSP;:0000H)
L1230 ENDP
FatalError ENDP

TRANSIENT_TEXT ENDS

PAGE

Transisnt datz segment

Y e ke owy w

TRANSIENT_DATA SEGMENT word public *DATA®

MessageTable DW  Mesaaged
DW  Messagel
D Messagel2
DWW Massagel
DW  Messaged

MS-DOS version error
PRINT.COM found in MS-DOS 2.x
slrgady installed

can’t install

can‘t find flag

. e W M e

Mesasage( PR CR,LF,'TSR requires M5-DOS 2.0 or later version',CR,LF, '§?
Massagel [+]-} CR,LF,'Can’"t install TSR: PRINT.COM active' +CR,LF, "5
Mestagel DB  CR,LF,'This TSR is already installed’,CR, LF,"$*

Message3 DB  CR,LF,'Can''t install this TSR',CR, LE, *'§'

Messaged oa CR, LF, 'Unabla to locate M5-DOS ErrorMode flag*,CR,LF,"'§"

TRANSIENT.DATA ENDS
END InstallSnapTsSr

Figure 11-4. Continued,

When installed, the SNAP program monitors keyboard input until the user types the
hot-key sequence Alt-Enter. When the hot-key sequence is detected, the monitoring rou-
tine waits until the operating environment is stable and then activates the RAM-resident
application, which dumps the current contents of the computer's video buffer into the file
SNAP.IMG. Figure 11-5 is a block diagram of the RAM-resident and transient components
of this TSR,
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Agicle 11: Terminate-and-5tay-Resident Urilities

Higher addresses Tramsicnt data TRANSIENT DATA segment

InstallSnapTSR TRANSIENT_TEXT segment

RAM-resident stack RESIDENT_STACK segment
RAM-sesident data RESIDENT _DATA segment
TSRapp )
RAM-resident application

ISR2F

INT 2FH (multiplex interrupt) handler
ISR28

INT 28H (DOS idle interrupt) handler
ISR24

INT 24H (critical ervor) hapdier

15R23
INT 23H {Control-C) handler
15R1B
INT 1BH (Control-Break) handler
ISR} .t
INT 13H (BIOS fixed-disk [/0) handler :
ISRIC
INT 10H (BIOS video [A0) handler
ISR9
INT 09H (keyboard interrupt) handler
ISR8
INT O8H (timer interrupt) handler

>RESIDENT_TEXT scgment

ISRS
INT 0SH (BIOS print screen) handier

Lower addresses

Figure 11-5. Bloch siructure of the TSR program SNAF EXE when loaded into memory. (Compare with
Figure 11-1) .

Installing the program
When SNAP.EXE is run, only the code in the transient portion of the program is executed.
The transient code performs several operations before it finally executes Interrupt 21H
Function 31H (Terminate and Stay Resident). First it determines which MS-DOS version is
in use. Then it executes the multiplex interrupt (Interrupt 2FH) to discover whether the
resident portion has already been installed. If an MS-DOS version earlier than 2.0 is inuse
or if the resident portion has already been installed, the program aborts with an error
message.

Otherwise, installation continues. The addresses of the InDOS and critical error flags are
saved in the resident data segment. The interrupt service routines in the RAM-resident por-
tion of the program are installed by updating all relevant interrupt vectors. The transient
code then frees the RAM occupied by the program's environment, because the resident
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portion of this program niever uses the information contained there. Finally, the transient
portion of the program, which includes the TRANSIENT_TEXT and TRANSIENT._ DATA
segments,isdismrdedmdﬂmpmgmmistemMedusinghnmmHFuncﬁmsm

Detecting 2 hot key
’ ‘The SNAP program detects the hot-key sequence (Alt-Enter) by monitoring each keypim

Notelnwthe’I'SR’sl'zandlcrtmnsfersoomrolwthepmrimlntmmﬂ‘)HISRbeforeit
petforms its own work. lftheTSR’smtaruptWHhandlerdidmtcbzlmotheprevious
handler(s), essential system processing of keystrokes (particularly in the ROM BIOS
I.nterruptOPHhandler)mightnotbeperformed.

Activating the application

382

'handler.OnIBMPCsandP&st,lhetimer-tickimeﬂuptoocumoano

The TSR monitors the status of byregularlytestmgitsvalmwitlﬁnaumer-ﬁck

(Interrupt 08H) -
roughly 18.2timesperseomd.1‘his,lmdwnrc interrupt occurs regardless of what else the
systmnisdoing,soanlmemptoaﬁlsnamnvenicmplacenochnckwhahaﬁotﬂag has
been set,

The only function of the TSR’s Interrupt 08H handler is to attemnpt to transfer control to the
RAM-resident application. The routine VerifyTsRState performs this task. It first examines
the contents of HotFlag o determine whethera hot-key sequence has been detected. If
50, it examines the state of the MS-DOS InDOS and critical error flags, the current status of
hardware interrupts, and the current status of any non-reentrant ROM BIOS routines that
might be executing,

If HotFlag is nonzero, theInDOSandcritialerrorﬂagsarebothzero,nohardweimer-
Tupts zre currently being serviced, and no non-reentrant ROM BIOS code has been inrer-
rupied, the Interrupt 08H handler activates the RAM-resident utility. Otherwise, nothing

happens until the next timer tick, when the handler executes again.

While HotFlag is nonzero, the Interrupt 08H handler continues to monitor system status
untii MS-DOS, the ROM BIOS, and the hardware interrupts are all in a stable state, Often
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Afticle 11; Terminate-and-Stay-Resident Lhillties

mesyaansmusissmmemtheﬁmethetm-keyseqmmeisdemed,sodww—
rﬁidanappUthnrmsiuunedhtely.SommmMsyaemaahdtiesmhas

more than increment and decrement flags that indicate these interrupts dre being
processed by ROM BlOSminﬁ.‘ﬂmeﬂagsaremspected by the TSR's Interrupt 08H
and 28H handlers.

Executing the RAM-resident application

Whmﬂwm-mﬂmapplbﬁmisﬁmmivated, itruns in the context of the program
umwasinlmupwd;umiamemmemaofdwregistas,dmvweodlsphynwdc,dmm
remPSRandthecununDrAdlbebngmdwmwmptedpmgmmThcmsidatapplica-
tionismponsibleforpresenmgthemgiaetsandUPdam)gMS-DOSMth its PSP and DTA
values, ’

TheRAM-lesidemappl.icationpmerves dleprcvimmmetusoftheCFUmgistersan
itsonmstkaavoidovedbwingtheinmedprogmm’ssmk. It then instalis its own
handlers for Control-Break {Interrupt 1BH), Control-C (Interrupt 23H), and critical error

TheapplimthnusuhnenuptZIHPumionsSOHmdSIHmupdateMS-DOSwdthme
address of its PSP, lfdmapplkatmnismnnhlgunderMs-DOSversions 2x, the critical
mﬂagissabefanunaionsSOHandSleaecutedsodmduﬂtack is used for
the call instead of JOStack, to avoid corrupting JQSlack in the event that InDOS is 1,

The application preserves the current extended error information with a call 1o Interrupt
21H Punction 59H, Otherwise, the RAM-resident application might be activated immedi-
ately aftera critical error occurred in the interrupted program but before the interrupted
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program had executed Function S9H and, ifaaiticzlmoocmredinthe'l‘SRapplim-
tion, the irnmupcedprogmn'senendedmmformzﬁmwmldimdvenmlybe
destroyed.

This example also shows how to update the MS-DOS default DTA using Interrupt 21H
Functions 1AH and 2FH, aldxoughinthisasethisstepisnotnecmrybemnsetheDTA
is never used within the application. In practice, the DTA should be updated only if the
RAM-resident application inciudes calls to Interrupt 21H functions that use a DTA
(Functions 11H, 12H, 14H, 15H, 21H, 22H, 27H, 28H, 4EH, and 4FH).

AftameresidanimumpthandlmsmhmalbdandthePSRDTA,mdmmdedm
infmnationhavebeensetup. the RAM-resident application can safely execute any Inter-

must rely either on user-menconsokeinpmjoumﬁmctionsm as in the example, on
ROM BIOS functions,

Thcapplimﬁmtumimtesbymumhgﬂmlmmuptedprogmm'scnmdedmmfor-
mation, D'I'A.andPﬂ’toMS-DOS,resmringthepreﬁouslmmuptlBH. 23H, and 24H
hand}ers,andmﬁngﬂmpreﬂwsmmgistmandmck
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