
Article 11    ’
Terminate-and-Stay-Resident Utilities

The MS-DOS Terminate and Stay Resident system calls (Interrutx 21H Function 31H and
Interrupt 27H) allow the programmer to install executable code or program data in a
reserved block of RAM, where it res~les while other p~ execute. Gictml data, inter-

~R programs ~ ~
This article de,cfib~ howto ~ aTSR in RAM, how to communicate with the resident

ceeds fn:an a geaeraldeso’iption of the MS-IX3S functions usoful to TSR ~ to
specific details about certain MS-DOS structural eieraems necessary to proper functioning
of a TSR utility and concludes with two programmin8 examples,
~ro~¢ Microsoft cannot guarantee that the information in this article will be valid for
ture vet’S:ms of MS-DOS.

Strucnxre of a Terminate-and-Stay-Resident Utility
The executable code and data in TSRs can be separated into RAM-resident and translem
portions (Figure ll-D. The RAM-resident portion of a TSR contains executable code and
data foran application that performs so¢ne useful function on demand. The wan.~ent por-
tlon installs the TSR; that is, it initializes data and intearUl~ handlers contained in the RAM-
resident potion of the program and executes an MS-DOS Terminate and Stay Residem
function call that leaves the RAM-resident portion in memory and frees the memory used
by the transient portion. The code in the transient portion ofa TSR runs when the .EXE or
.COM f’de containing the pcogram is executed; the code in the RAM-resident portion runs
only when it is explicitly invoked by a foreground program or by execution of a hardware
or software interrup~
TSRs can be bro~lly chssified as passive or active, depending on the method by which
control is tramferred to the RAM-resident program. A passive TSR executes only when
another program explicitly transfers control to it, either through a software interrupt or by
means of a longJMP or CALL The calling program is not interrupted by the TS& so the
status of MS-DOS, the system BIOS, and the hardware Is wxdl defined when the TSR pro-
8ram star~ to execute.

In contrast, an active TSR is invoked by the occurrence of some event external to the
currently running (fot~grtmnd) program, such as a sequence of user keystrokes or a pre-
defined hardware interrupt. Therefore, when it is invoked, an active TSR ahnost always



the hardware and take ,u~ol of the ~3,,stem ordy w~tL--n it is safe to do so.

TSR runs tn the context of the callLqg program; that is, whet~e TSR executes, it as.~ne
that R can use the caring program’s program segment prefix (psp), open l~.]e~ ~

t~L~O VO~ tO-VO~ Stn~ure of an Application Program. It is the callin8 program’s
sihility to ensure that the hardware and MS-DOS axe in a s~tble state be~re it trar~ers
~onu~:d m a pa.~v~ TS~

rupt processing, hardwa~ interrup~ processing, and MS-DOS function processing. The
TSR ac~ivate~ rJ~e application (~he pa~ of the RAM-resldent portion that performs the TSR’s
main task) only when it detects the appropriate keyboard inl~t and de~rmines l~hat the
applicatio~ wi]! not interfere with interrupt and MS-DOS function

Keyboard input
An active TSR u..q.talIy contains a RAM-resident module that examines keyboard input
for a predetermined keystroke sequence called a "hot-key" sequence. A user executes the

¯. ltAM-t-esident application by er~-.e~ng this hot-key sequence at the keyboard.
The technique used in the TSR to monitor keyboard input depertds on the keyboard
hanlware implen’amtatlon. On compt~texs in the IBM PC and PS/2 families, the keyboa~
coprocessor generates ~m Interrupt 09H for e~h keypres& Therefore, a TSR can monitor
user keystrokes by installir~ an interrupt handler Onterrupt service routine, or ISID for
Intenupt 09H. This handler can thus detect a specified hot-key sequence.

............................................. .CONFm.E..NT AL



ROM BIOS Interrupt processing
The ROM BIOS go, tines in IBM PCs and PS/~s a~ no~ reentrant. An active TSR that calls
fl~e ROM BIOS must easure th~ i~s code does r~x ~ ~o execute a ROM BIOS
tl’~t was already being executed by the ~ process when the TSR p~ram Wok
control of the s/stem.

The IBM ROM BIOS root|nes a~e invoked through software inten’up~ so an active TSR
~an monitor the status of the ROM BIOS by replacing the defa~t intet~up~ handlers with
custom interrupt handTers that intex~ept the ~riate BIOS interv0p~ Each of these
terrutx handlers can maintain a s~atus fhg, which it in~nents before tran~errlng
to the ~dir~ ROM BIOS routine and decrements when the ROM BIOS routine has
finished execugin~ Thus, the TSR monitor routines can test these f~gs to determine when
non-reentrant BIOS routines are

~ interrupt processing

a ~ interrupt, ~ no¢ activate the application portion of the TSR if any oche~

~ in a pfiodflzed sequence determined by an Imei 8259A Programmable L~e~-
rupt Controller. The 8~59A does not allow a h~dware interrupt to e~ecute ira pre~tous

b~ndlers ~aclude code ~ si~s the 8~9A whe~ inm~u-p¢ processiag is complete&
(The pt~grammin~ ~a~ to the 8259A is descdb~i L~ IBis T~nic~al Referer~
manua~ and in Intel’~ technical literature.)

Ira TSR were t~ interrupt the execution cf another ~ interrup~ handier before the
handler s~na]ed the 8~59A that it had completed its tnterrup~ se~wicir~, s~,eque~ hard-
ware interrupts could be inhibited indefinitel~o Inhibkion of hish-priorlW hardware inter-
rupts such as the tix*,~er tick On~rnnpt 08H) or keyt~ard interrupt (Interru~ 09H)
cau.~e a system ~ For this reason, an active TSR must monitor the status Gall hardware
inten’upt processing by interrogating the 8259A to ensure that control is ~ to the
RAM-re~kieng application only when no other hardware interrupts are being ~

MS-DOS f-nnctlon processing

Unlike the IBM ROM B[OS ~tines, MS-DOS is reentrant to a limited exten~. That is, there
~re c-ert.~n times when MS-DOS’s serviciog of an Interrup~ 21H function call invoked by a
foregro~, d process can be s~uspended so L~zt the RAM-resident application can make an.
Interrupt 21H function call of its owr~ ~r this reaso~ an ac~iv~ TSR rr~st monitor operat-
~ system activity to determine whe~ it is safe for the TSR application to make its calls



MS. DOS Support for Terminate-and-Stay-Resident

utilitie& These are listed in TabIe ll-L See SYSTEM C, AJJ~

~Dx- addm~ ~en~

~-r 21H

Get PSP Addre~ AH- 51H BX" PSP segl~e~t
~ 21H

wo~ds 8-(~¢h ~erve~ dg~d be 0

(mow)
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q
When this Inmrru~ 21H fxmction is caJlec~ the vul~e in DX specifies the amount ot’ltAM

.FToce~ with Return Code.) in that it paksses a return �ode in AL, M it ~m in ~t ~
BJes are not aummatically cloud by Fur~tlon 3U-I.

When Interrupt 27H is executed, the value passed in DX specifies the razmber ofb~tes of

cured f~r Irgerru~ 21H Function ~H-I. Interrupt 27I-I is lesa tqe~ible than Inttm-Ul~ 21I-I
Function 31H bec~ i~ ~ni~ r~e ~lze of ~he pro~n~n ~h~ ~n retain re~ider~ in ~ m

In ~i~ ~o ~e RA~ expiatory allc~ed ~ ~he TSR by me~s of the v~ue in D~ ~
RAM allocated u~ the TSR’s envirorum~nt remains resiclent when the installation lx~rtion
of theTSR program terminate~ ~fhe paragraph addrem of the environment is found at

MS~ 00131473
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memory also ~-malns a]locamd when the program terminates. If th, RAM-resldent pro-
gram does nO~ need th~s ati~fitfonal RAM, the ~allation ponio~ of the TSR program
should free it explicitly by ush~ Imcrruix ZIH Fur~.-~ion 49H (Free Memory Block~
e~-uti~g lntenupt 21.I-,Z Function ~tI-L

~md Get I~terrupt Vector functio~s
Two [nterru~ 21H ~nc~io~ calls are a~dbble ~ inspea or upd~e d~e cor~en~s o{ a
specked 808&family inter~ ~. Func~on 25H (Set Inte~ Vec~r) updates the

oper~lo~ It copies the current vec~r of the imerru~ number spe~ed in AI,

Although it is possible to m,~ipuh~e intermix vectors dirt’S, the ~e o~Ir~.em~ 21H
Fuoc~ons 25H a~d 55H is gcne~ly mine ~ aod a~lows for upw~l cornCrib|lily

MS-[X~ uses a program’s PSP m keep u’ack of cerr~n dat~ unique m d~ program, Lnclud-

~ble ~ ~ ~ ~ ~ of ~ ~ ~ ~ ~ ~d p~

(~ P~ ~ ~~) ~ 5~(~ ~ ~ ~ ~)

~ ~lo~ ~e ~ ~ ~ ~ ~e ~d ~ F~
5~ (~ ~ ~ ~ ~) ~ ~e ~n~ ~ ~e ~ ~S

Ie ~ ~ 5.1 ~ ~, ~e ~~ ~ ~ p~e ~ f~

~~ ~ ~ ~, ~e ~ ~ ~on ~~ w ~e f~d
~ ~ll ~ ~ ~ ~d ~ ~ ~ ~ ~ F~ 59H

~t~ d~ ~ of a ~ ~pl~

F~ ~H (~ ~d~ ~ I~~, ~h ~ a~e in ~ 3.0,

~i~ b ~ ~ ~ 5~ (~ ~ ~ ]~i~, which
~ ~ on~ ~ ~ ~o~ ~.1 ~d ~. Th~ ~c~i~ ~ ~d~

MSC 0O131474
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’ Set and Get Dlsk Transfer Ar~ Addtness functioas

Seve~ MS-DOS data uander functions, no~ab]y lnmrn~x ZIH Funcdons 2h’-I, 22H, Z/H,
a~d 28H (the Random Read and Write functions) and Int.enu~ ZIH Puncheons 14H and 15H
(the Sequential Read and Write functions), requir~ a program, to s~ify a disk if’anger area
(DTA). By ctefault, a program’s DTA is Ic~ated at offset 80H in its program segmenz prd’~
Ira RAM-resident application ca/Is an MS-DOS function that uses a DTA, the TSR
s~ve the DTA address belonging to the inten’upted program by using Interrupt 21H Func.
tion 2FH (Get Disk Transfer Area Address), supply its own D’ra address to MS-DOS using
InterruiX 21H Function 1AH (Set Disk Transfer Ar~a/mktress), and th¢~ before terminat.
in& restore the interru~ program’s DTA.

The MS-DOS idle lntea’rupt (Interrupt 281D
Several ot~the f’u’s~ 12 MS-D~ f~ctiona (01FI throush 0CH) m~ wait for the occurrence
of an expected e-cent s-~ch as a user k~ These funct~ns oomain an "idle loop" in
which looping continues until the event occum. To provide a mechardsm for oth~ system
acflvt~ to tak~ place while the k~e loop is execmir~ these MS.DOS functions execute ~

its oven l’asxller for Interrupt 28H, a TSR can perform some useful action ~t times when
MS-DOS is otherwise klle. $pecificalb,, a custom inttm.upt 28H tmmtier can be ~mexamine the cma’e~ status of’the system to determine whether or not it is safe to activate

Determining MS-DOS Status

A TSR can inter the current status of MS-DOS t’mm knowledge of its internal use o~ stacks
and from a pair �~tnternal stat~s flabs. This statm iaformation is essemtal to the proper

only whett tlx3se calls vail not disrupt an earlier call made by the foreground proce~

MS-DOS versions 2.0 and later may use arty oi~three intemaJ stacks: the I/O stack
(IO$~:k), the disk stack (Df.rKg~k3, and the auxiliary’stack Ol~. In general,
lOSta~k is used for/nterrupt 21H Functions 01H thn:mgh 0CH and DgrK¢tack is used for
the remaining Interrupt 21H functions; AuxStack is normally used only when MS-DOS has
detected a critical error and subsequently executed an Inten-upt 241-I, $¢e PROGRAMMING
IN THE MS-DOS ENVIRONMENT: Custt~tzt~3 us-nos: Exception Handle~ Specifically,
MS-DOS’s internal stack use depends on which MS-DOS function is being executed and
on the value of the critical error fin8.

The critical error flag
The critical en~c flag (ErmrMod~) is a l-by~ flag that MS-DOS uses to intimate whether
or not a critical error has occurred. During normM, errorless execution, the value of the

MSC 00131475
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then us~
e~se ~se A~S~ack

~hen ~se ~xS~ack



i

flags can be found using Function ~H. Unfortunately, there is no easy way ~o find the
crkk:~d error flag in other version~ The recommended technique is to ~an the MS-DOS
segnu~nt, which is returned in the ES ~egi~ter by Function 541-[, f~ o~e of the followin8
sequences of inst~ruct ion~.

push ~s: [Nea ~’Word]

Ol"

�~r~ s$: JCri~icalEr~orFlag). 00 ; (vers.tons ear,let ~han 3. i J

in~ 28K

Whe~ the TEST c~ CMP Ln_struction has been tdentLfied, ~ offset of the critical en~� flag
can be obtained from tee instruction’s operand fiekL

The Multiplex Interrupt
The MS-DOS n’~fiplex interru~ (In~erru~ 2PH) provides a genet~ ~i~ for a
program ~o verify the presence of a TSR and o;~nmunicate with it. A p~m
cares with a TSR by placing an fdenfifk~tion value in AH and a function number in A~ and
issuing an Intcn-upt 2FI-L The TSR’$ lmesrupt 2FH h~dler compares che value in AH to
own predet~ ID v’alue. If they match, the TSR’s handler keeps contn3] and performs
the function specifled in the AL regist~,. If they do not match, the TSR’s handler relin-
quish~ control to the previ~ml~ instal|ed Interrupt 2FH handler. (Mukiplex ID values

in the range 80H through 0FFH.)

The handier in the followin8 e~amplc recogniz~ ordy one fun~iun, corr~pondin8 to
AL - 00H. In this c~se, the handier re~urns the value 0FFH in AL, signiEving r.~t the
diet is indeed R~ident in RAM. Thus, a program can detect the presence of the handler by
executing Inte_xrupt 2FH ~vith the I~ndk~’~ [D va~ue in AH and 00H in AL.

mov 4h,Mul r ~plexID
mow at, OOH
in~ 2FB
~ al, OFFH
Je AZready[n~a~ ~ed

To ensure ~a~ the ~m~[on b~e is undue, i~ v~ue shoed be de~ermined ~t
time the TSR is installed. One wayto do thls ts ~o pass the’calue to theTSR program as a
command-line parameter when the TSR program is installed. Another approach is to place
the identif’u:ation value in an environment variable. In this way, the value can be found in
the environment of both the TSR and ~ny other program that calls Interrupt 2FH to verify
the TSR% presence.

MSC 00~47~
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In pra~ice, the mukiplex interrup~ can atso be used m pass information ~o ~d f~ a
RAM-~sRIem pn~ram b~ ~e CPU tegiste~’ ~h~ providing a mechanism for a program m

~ control o~ s*,atus intor~don with a ~

TSR Programming Examples
One effective way to become familiar �~tth TSRs is ~o examine functiona~ programs,
Theve~:~re, d~ subsequent pages present two example~: a simple ~ TSR and a more

The "bate.43ones" TSR in Figure ]I-3 is a passive TSIL The RAM-reskient application, which
simply displays the message Hello, Wor/~ is invoked by executing a software in~emJ/x.
This example |lIus~ the fun~ interactions amonB a RAM-resident progr~q~

; Desc=£pr~ion~ This !~t-gesident ([e~tsaEe-end-s~a¥-realden¢}
; d£spla¥~ [he message ~tlello, w©~ld~ In ~espon=e 1:o a
� sog~.~are in, erupt.

Execute HELbO.gX~ to make resident.

Execute I]~T 64h ~-o display ~he ~essage.

ST~OUT         EQU

RESIDENT_TEXT    SEGMENT byte publi= ’CODE’
~S~ cs :R~IDE~_T~XT, d~ : ~$ IDE~ATA

TS~ction         PR~

push d= : preserve
push ~x
p~sh bx

push    ~x



M~ ~131480
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The t~xr~ent portion cff the progt-am (in ~e

~e ~t~ ~ ~ ~ ~ ~ ~ ~e

P~ ~ ~ at ~ ~ t~ ~e ~t ~ ~ ~ ~, ~ I~-
~ 2~ ~n ~ Is ~1~ ~ me~

~e ~ ~in~g ~e ~t ~ ~e

~) ~l ~~] ~ ~e ~t~e ~~ ~ ~ Im~ 2~ ~n

~ ~~ ~t ~, ~e ~M BI~, a~ the ~ imams ~ all ~le
~ the time the m~ mili~-b ~ut~.

The p~ ~ion ~ a rel~Je one in the ~ o£ the ~e ~R M F~ 11-3,
wh~h ~ut~ ~ ~ it is ~i~i~ in~k~
s~n is ~h ~ ~mpli~t~ in the ~ ~ ~e a~ive T~ in F~ 11~. This



program ~s rrJawe~ ~:m~ because ~ mak~ no assumptions abou~ ~e ~li~ of ~e

int~ ~ d~e ~ the

P~es~ Ale-Sneer ~o ~ cu=:en~ ¢On~ents of v1~o

40h
2Oh

~Kigh~ E~U I

¯ CEn~er £OU 1~

CR EOU 0Dh

P~SE EOO 0

PAGE

¯ .~ T~,,~-DOS,~~
MSC 00131482
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RESIDEnT_TEXT SEGMENT byte publlc ’CODE’
"~ ASSUME CS:RESID£HT_GROUp, dE:RESIDENT_GROUp

push e~ "

b~,cS;ErrorMo~eA~dc
ah,[bx]

mov al~|bx] ;

xo~ bx, b~

; is zunn£n9Eel

cmp bx,ax ~ carry flag zero l~ A~ - OOH

i
pop ax ; restore z~g£s~ers
pop ~x "’’..
pop

or EOM BIOS unstable

¯ ov ~x, 000010~tb ~ AH - 0

; ~ - 0~3 fOE Int~ 8259A (~ . I,                           ~"
~ RIS - I)

O~ 20h,al
~ =ho~t L;O ; ~ai~ a few cycles

LI0: in
al,20h ; AL - hardware incerzuprs currently

$oct~n R. Pro~’ammtn8 ~n O~e M$-D05 ~.nv~ronm~nt

MS~ 00.131483
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¢a1~ Cs:P=evZSR5 z cha£n ~O previous I~ 0~H handler

Lre~

ISRS PROC    fa: ; ’INT 0~ handler |~tmer ~ick, IRO0)

pushf

�~11 cs;~evlSR~ ~ chain ~o previous ha~dler

cmp Cs:InISR8,0
~ne L31 ; ex~ ~f already In ~hts handle~

~ 3� L30 ; ~ if TSR is lnac~lve

L30: de= Cs;InISR8

L31: ire~

I~R8 ENDP

ISR~ P~ far ; l~ 09H handZe~
; ~key~a:d tn~e=rup~ 1~01)

pu:h ds ; p=eser~ ~hese

push bx

p~sh
pop ds ; DS -> ~SIDE~ROUP

push~ ; simulate an

call ~s:PzevISR) ; 1�~ p=evious handle~





call �;:PravlSR10     ; chain to previous ZNT IDK handler

ISR10 ENDP

ISR13 PROC far ; INT 13H
; (ROM BlOS fixed disk

inc cs:InISRI] ; in~re~en~ status

call cs:PrevISR~3 ; chai~ ~o previous INT 13~ handler

pu~hf ; preserve ~e~n~d f~ags
dec es:InI~R13 ; decrement status
popt ; restore fla~s re~steE ¯

re~ 2 ; s1~mle~e IRE~ wi~hou~ ~pp~ng

ISRI3 ENDP

ISRIB PROC     far ~ INT 1BH trap

byte p~r cs:Tr~pIB, TRUE
Ire~

ISRIB ENDP

ISRZ3 PROC far ; INT 23H Erap (HS-DOS C~r1-C)

!

I I$R24 P~X: far ~ I~r 24H ~rap |~S-DO$ eritlcal error}

mov byte p~: cs:T~ap24,TRUE



ZS~28 PRO(: far ; INT2BH handler
; (MS-DOS ~dle

~mp cs:InISR2~,0
Jne L6T ; exi~ i~ alzead~ inside

ino cs:~nISR28 � inc£ement $~a~us flag

mov byte ptr os:Ac~veT~R,TRuE
¢all TSRapp
mov b~e p~z C8=~veTSR, F~SE

L60: dec CS:InISR28 ; ~�[~ht s~a~s fl~

~ INT 2FH
~ (~-DOS multiplex in~errupl)

AL m ~C~on
; Re~E~S ~0~ ~ncticn 0:
; for sll 0~he~ ~unc:~ons: no~hlng

~e L?O : J~ ~ thl~ h~ndle= is re~es~�~

J~ cs;PEevISR2~ ; chai~ :o p~evious :NT 2~H ha~dle~

MSC00131488



~fi~      H~I~£PlexZP,.ET ; jump if rese~ve~ or undefined

; Func~£on O: gel ~ns~alled s~a~e

mov s~, OFFh ~ AL - OFFH

Hul~iplexlR~T: ire~                        ~ return ~rom ~n~errup~

E~P

; ~xl~21--s~ts ~r~otH~e ~h~l~ execu~ln9 ZNT 21H

;

push
push    bx
Ids
lnc ~te p~r ~bx]    ~ ~rror~ is ~ nonze~
~p bx
pop

£n~ 2Th ; ~:~om ~-~S function

push
pUSh bx
~ds bx,E~ror~de~
dec byte p~r [bx] ~ restore E~rorHode
~p

A~xlnt21

nest ; perform INT 2tH or Auxlnt21,
; dependia~ on MS-DOS version

~ ~SVers~on, ~OAh

la~ 21h ; ~slons 3.1 and la~er

M~C 0013148~
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Int21v ~NDP ’

TS~pp F~ nea~

; 5e~ up a sa~e

pu~

ds               : D~ -> ~5IDE~RO~

~ P~evS~,sp ; ~a~ P~evlous SS:SP

~ s=,TS~s ; SS:SP -> ~ZD~TA~
~ sp~ TS~p

~sh es ; preserve ~emalni~ =eqlsters
~ush ax
~sh bx
push

push

cld ; clea~ ~l=ec~ion flag

; Se~ b~eak and criclcal error ~raps

m~ si, offse~ ~SID~T--GROUP:S~TrapLIsE

LgO: I~
; AL * in~e~p~ nU~r
; DS:$I -> byte pa:~ lnte~r~p~

~v b~ p~ [sl},FAL~E ; z~=o ~he trap flag

ln~ 21h : ES:BX - p=ev~ous t?.~rr~p~ vector
mov [si~1),bx : ~ave o~fse~ and se~n= ..
~v [sl+3],es : -. of p~evious handier

~.~-4. ~.~.~.

ra~MS-~a~j~m

M,.R~ 00131490
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in~ 21h ; (se~ in~e:rup~ vector)
~dd s~,? ; DS:SZ -> nex~ 2n

LgO

; D~seb~e ~-~ b=eak cheek~n~ ~ur~nq disk Z/O

~ ax, 33O0h ; ~ - I~T 21H ~c~on ~u~

m~ PrevB~eak,~l ; prese~e �~=ren~ S~a~e

xor dl,dl ~ DL - OOH (disable disk l/O break

~v ax.3301h ; ~ - 0~ (se~ b~eak

; ~e=e~ p~evlous ext~n~d e~o~

~ ~ ~ preae~ DS
xo= bx,~ ; BX - 00~ {te~tr~ ~o~ function

cal~ l~21v ; (get ~on~d e~=o~ 2nfo)

~v cs:~:evEx~E::OS, ds
pop ds

Prev~ErrBX, bx ; in da~a s~cture
PrevEx~Z~X, cx
P~ev£x~ZrrDx,~

P=ev~Zr=Dl,dl

; ~nEo~ ~-~S ~ou~ cur~en~ PSP

L91: ~v ah. SIh ~ lNT 2IH £unct~on 51H (ge~ P$~
call In~2;v ; ~ - foref:ou~d FSP

mov P~evPSP, bx ; prese~e prevAous PSP

~v bx,TS~SP ; ~ - reslden~ PSP

5�~on ~ Fro~mmmm8 ~n ~ M,.~DO~ E~r~arr~.nt    ~

MSC 00131491



mlllI llili I II I I    ~i~

; In£orm ~-DO$ abO~t cu~reet DTA tno~ ~eally necessity in this appltcs~ion

~ ah.2Fh ; ~I4T 21H f~c~ion

i~ 2lh : {ge~ DTA address] ~nto ESseX
mov ?~evDT&o£fs,bx

mov P~evDT~e~es

p~sh ~s ~ p~ese~ve D$

~v ds,TS~P~P
mov dx,~0h ; D5:OX -> ~[auL~
~v ah,1~ "; ~ 21K £~nC~ton

pop ds ; ~es¢ore OS

: ~n a ~ile, w~ite to lt, and close i~

~v ~x,O£O?h ; ~ - IN~ 1OH

~v ~o£fse~ ~SZDE~T~e:Snmp~/le
~ ah,3Ch : ~T 21H funC~Lon

; (�:e~e fLle h~ndLe)
~ ~x,O ; file
in~
~� L94 ; ~u~ if file

~v ab,OFh ; IN2 1OH f~c~ton OFH [~ vldeo
Ln~ 10h ; ~ - v~deo~de

~ bx : ~ -ftie h~ndle

~ ah,80
~ne L~3 ; ~ 2£ not BO=col~

~v ~,OBBOOh ~ DX - color v~deo

j~ L92 ; ~u~ ~ co!o= alphanu~r~� mode

c~ al, ?
~nm ~93 ; ~ ~ no~ monoch~o~ mo~e

~v ~,0B000h ; DX - ~o~oeh=o~ vLd~o

L92: push
~v ds~dx
xo: ~,dx ; DS:DX -> s~a=~
mov cx, 90"25"2 ; CX ~ nude= of by¢es ~o write
mov ah, 40h ; l~ 2IX ~nctLon

570

M~
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L93: mO~ ah, 3£b ; INT 2tH £unc~£on 3£H (close £11e|

£~E 1Oh

L94: push ds ; ~eserve OS

Ln~
~op     ds

~all    In¢21v

; ~s~ore p~ev/ous ex~ended er£o: Ln~o~Lon

~ ax,~sYe~s~on
�~ ax,

~ae LSS ; ~ LE~ 05/2-~S 3.~ box

mov dx, o~fse~

21h

; ~s:ore pzev~ou: HS-~S b~e~k Check/a~

ax,330~h
~n~

: Res[oCe pr~fous break and c~L~ca/ e~ro:

mov cx,~rap
~v sl,of£se~ ~SIDENT--G~:sCar~Tr~pL~s~
push ~s

byte p~: Cs:/si~ ; AL - /n~errup~ n~r

1~ ~, ¢S:[S~I]
~v ah,2Sh ;
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loop    LS6

; ~es~o=e all

bp

pop dx
pop cx
pop bx
pop ax
pop

mov ss,P~evSS ; $$:SP -> prevlous s~ack
mov ~p,PrevSP
pop ds ; ~es~o~e previous DS

; F~nally, ~ese~ s~a~us fla9 and return

mov      byte

TS~pp

~SIDENT_TEXT ENDS ,.

~S~D~ATA SE~T ~Ord

IaDOSRddr DD ~ ; a~ess of ~-D~ Ia~S fla~

NISR ~ {End~RLis~-SnaE~IS~is~)/8 ;

Sta~IS~is~ ~B 05h ; INT nu~r
ZnISR5 DB ~SE ; flag

D8 08h
InISR8 DB FALSE

~W offse~ RESIDE~Up:ZSR8 ’"

DB 09h
InISR~ DE
PrevlSR~ DO ?

DN offse~ ~SID£~_~R~P:ISR9

DR
InI~H10 DB FALSE

MSC 00131494
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PrevISR10 DD ?

P~ev~SR13 DD

DB 28b
1nz~28 D~

DB 2Fh

TS~S~ DW ? ; residen~TSRSP OH Ts~tac~A~e z resident SS:SP

~o~lndex D~ 0 I ~n~x o~ nex~ scan �~

Ho~Se~ence D~ 5CEn~e~ ; ho~ s~enc~ o~ scan

~ot FIa9 DB

DOSYe~sion ~E~
DB ? ; mino~ version~o~Ve~s~on    DB       ~                  ; ~Jo~ Version nu~e~

The ~ollow£n~ ~a 1~ used by the TSR appllcat~on~

St~E~TrapL~s~ D8 1Bh
TrapI E DB FA~£
P=eVZSR1B DD

of fse~ ~5 IOEHT~up : I SR I B

23h

~8~ I~-4. Onl~

MSO 0013149~
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o~J~se~ 1~5 TDENT_~ROU~:

Trap24 DB F~SE
PrevOSt4 DD

£ndTrapL~ s~ ~EL ~YTE

P~ev~eak DB ? ~ P~OUS ~e~k-~eck£n~

P~evDTA ~EL D~ ; previous DTA address
P~evDTAo fE~ ~

P~vEx~EErZnfo ~ BY~ ; pr~o~s ex~ended error info~t~on

P~evE~E~BX D~

P~ev~Er~X ~
P~evEx~E~rSZ DN ?
P~evEx~Er~OI ~ ?
PrevEx~E=~D$ ~ ?

~5ZDE~ATA ENDS

DR TS~EackS~ze

PAGE

: T=anslenE ins~allaE1on =ou~Ines

~SZ~T_T~ SE~NT para ~i~

574 T~ S~DOS ~.,,~j~,
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may ax, seg
mov ds,ax ; OS -> ~$~DENT~..D~A

mov TSRPSP,es ; ~sve PSP sec~ten~

Check the H S-DOS version

call     GeCDOSVe~s~on ; AH - ~jO~ ve~=ion nu~e~
; AL - minor version nu~er

Verify ~hat this TSR is n~t alread~

Before executing INT 2FH in MS-DOS ve~slon=
vector i~ ~n ~3e, If so, abor~ LE PRINT.CaM is using i~.

(Thu~, i~ HS-~S ~.xt i~ bo~h ~is pE~Eam a~ PRINT.CaM see use~,               .

Cmp ah~2
~a L101 ; ~ump [E ~ersi~n 3,0 or la[e£

mov ax,352Fh ; ~ - Z~ 21H function nu~e~
; ~ - in~er~p~ nu~er

~n~ 21h ; ES:BX - INT 2FR vector

or a~,bx ; ~ 1~ curren~ INT 2FH vector ..
~n~ LI0O ; .. [s nonzero

push ds
~v ax,252Fh ; ~ = £NT 21H function nu~e~

; A~ - lnte~rup~ n~er

~v ds,~
may ~,oEfse~ RESID£NT-GROUP:M=~t~plexIRET

Ln~ 21h ; ~in~ ZNT 2FH vector ~o IRET
pop ds
~mp shoEu L103 ; JU~ ~o install ~h~s TSR

LIO0: may ax,0FF00h ; look for PRINT.CaM:
in~ 2Fh ; ~ ~esiden~, AH - prin~ queue len~h;

~ o~herwi~e~

~ ~h,0~Fh ; [f PRIHT.COM
Je ~101 ; .. use multiplex

c~11 Fa~alE~or ; ~bor~ l~ ?RINT.COM already lns~alIed

R~=~ I1.4. ~n~ (~)





pop ax ; ~ = PSP

; t~an~en~ po=~ion (end of

mov ~x,3100h ~ ~ - 1~ 21H function nu~e~

int 21h

InstallSnapTSB

Ge~Sver~ios P~C near ; C~ller: DS - se@ ~SIDENT~ATA
~; ES = PSP

; Re~orns: ~ = ma~o~ version
; AL - ~inor version

dS~RESIDENT~ATA

t {qe~ ~-DOS version)
21h
al,2

x~hg ah, a~ ; ~ ~ ma~or

~ov ~SVerslon~ax ; save ~ich ~or version
; h~h-or~r

~, call FatalEr:or ; a~rt If ve~sion~

Ge¢~SVe~ston

; ~e~rns~ InOOSAdd~ -> InOOS

; Oe~t:oys:
ASS~ dS:~SIDEMT~ATA

; ~t In~S a~ress fz~ ~-~S

push es.

Nov ~h, 34h ; ~ 21H function
/nt 21h ; ES:BX -> InDOS
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a~, 04h
Fa~a~E=~or

byte

; ~-~$ versions ca:lie= ~ha~ 3.1

28h

; ~-~S versions 3.1 and la~e:
ss:~te,0Frh ; ~T E=ro~ode, 0FEH

push ss: L~or~
LF4 : in~

~tDOSFlag=

FatalE~ro= PR~ nea=

ds: T~SIE~ATA

bX, S~ T~SZE~ATA
ds, bx

Display ~he ~e~es~ ~ssage

bx, O~fse~ ~ssa, eTable
ah,&h

&dd bx, ax ; DS:BX ->
~v dx, [bxJ ; DS:BX -) ~ss4qe
~v ah,09h ; INT 21H function 09H �display string)in~ 21h ; display e~ro~ ~ssaQe

pop ax
or al, al
~z LI30

Temina~e (~-~S 2.x and

~v ah,4ch ; INT 21H f~nctlon 4CH
int 21h ; (~e~minate p=ocess ~ith ceturn �~e)

$e~. II. Pro~amm~.8 ~. t~ M$-DO.C I~.v~ro..wm 3~9

O0131501

MS-PCA 1186458
 NFIDENTIAL



push    ax

; far [eturn (~ to ~SP:0OOOK)                                   ."

L1 30

~a~alErro~

T~SIENT_T~T ZNDS

T~IENT~ATASE~ ~ozd p~li~

. ~ssageT~le. DW ~ssage0 ; ~-~ version eEEOE
DW ~ssagel ; FR~.C~ found in

~ ~$sage4 ; can*~ fl~ ~laq

~ssagel DB ~,~,’Canr’~ /n:~all TSR: PRI~.~ ac~ive’,~,~,,$,
~ss~Qe2 DE CRr~,’~is TSR is aiready installed’rCR, LF,’S*
~ssage3 DB CR,~, ’Ca~’ ’t Install ~hLs TSR’,~,~,

T~SIENT~ATA E~S

~-~ ~ce ~t-~. Wh~ ~e ~t-~ ~ ~ ~[~, ~e
ti~ ~ ~ ~ ~t~g ~~ ~ ~e and th~ ~i~t~ ~e ~d~t
a~t~ wh~h d~ ~ cu~ ~m ~ ~ ~t~ ~ ~ in~ the file
SNAP.IMG. H~ H-5 ~ a b~k d~ of the ~M~ent ~ ~m~m ~m~n~ts
~this~

MSC OO131502
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The SNAP program de~ects the h~-key sequence Odt-Enter) by monitoring each keypresx

09H). The T$R’s Imerru~ OgH handler cor~ the ke5
each keypress wifl~ a predeflaed sequence. The TSR’s handier also inspects the shift-key
.~atus flabs maintained by the ROM B[OS Interrupt 09H handler. When the pt’edete~mined

Note how the TSR’s handler transfers cont~ to the previc~ Interrttpt 09H ISR before it
performs Rs own wc~ I~ the TSR’s Interrupt 09H handler did r~ chala w the previous

ImerruPt ~)H haratler) might not be peffonzm~
Activating the application

which maintains the system’s time-of.day ckx:k and resets the system’s lnte18259A Pro-
grammable lntetru~ Controller, must execute before the ne~ timer tick can occur. The
TSR’s handler therefore defers its own work until control has returned after previous
Interrupt 08H handlers have executed.
The only hmction d the TSR’s Interrupt 08H handler is to attempt to wan.s~ control to the
RAM-resident application. The routine k’erff-~Tgg.~ta~ perEmns this task. It first examines
the contents
so, it examines the state of the MS-DOS InI~S and critical erro~ flags, the current status of

might be

If//ot/7~ is n<mzem, the InOO$ and critical error + ate both zero, no ham, wa~ inter.
tupts are currentb] being service~ argl no nor~’eentmnt ROI~ BIOS code has been irge~-
rupted, the Interrupt 0811 handler activates the RAM-resident utility. Other~vise, nothing
happeas ~ntil the rma timer tick, when the handler eaecutes a~aln+

X~i/e Hoti’/qR is nonzero, the Intemipt 08H handler continues to rrgmltot s/stem status
umil M$+DOS, the ROM BIO~, and the hardware interrupts ate all in a stable state+ Often

M~C 00131~)4
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ticlO and return an enor stat~ or display a message to the usec

handler can never detect a state la which it can activate the RAMq’esktent utility. This

The lntetru~ service routlnes for ItOM BIO~ ~ 05H, lOI-L ami 15H do nothing

processect bY ~OM mOS routinet Tl~e~e flags

~ the ~t-~ktc~t appl/catlon

tion is responslble for preserving

The RAM-restdem application ~ the previous contents of the ~ regtstets on
its own stack to avoid oved]ow~ the inmrrutxed program’s st~ck. It r.hen installs its own
handlers for Control-Break (Intetruix 1BH), Contm/-C (Intetnq~ 23H)0 and critical error

(I~ 24t-I). (Othet-wlse, the interrupted program.s handiers wot~ take control ff the

application, which could then take appropriate action.

The application uses Interrupt 21H l:lmctions 50H and ~IH to update MS-DOS with the

the cail instead of lO.gtack, toavoidootruptinglOStack in the event that InDOS is 1.

Th21~ application preserves.the current extended error information with a caII to InterruptPuttction 5eyH. Otherwise, the RAM-residem application might be activated immedt.
ately after a critical error occurred in the interrupted pro$ram I~t before the interrupted



also show~ ~ to update the MS-DOS default DTA ruing ]m~ ~
F~i~ ~ ~ ~, ~ ~ ~ ~ ~ s~ ~ ~ n~ ~ the DTA

~M ~e appl~ In ~ ~ ~A ~H ~ ~ ~ ~ the
~on incl~ ~ls

1~ ~ ldH, ~ [m~ ~ ~i~ ~ ~ a ~A
15H, 2~, ~, ~, ~, ~, ~

M,SC OO1316O6
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