From: Ben Slivka -
Sent: Wednesday, May 07, 1997 12:21 AM

To: ' ~ Philip Begle
Ce: Michael Toutonghi

Subject: . " RE: Fixes for MSN ActiveX security holes?

Good mail, thanks for staying on top of this,
" Mike, | assuma this is Philip’s hrghest-pnonty for now?

’ —-bens

~-Qriginal Message---
From: Philip Bogle
" Sent: Monday, May 05, 1987 5:08 PM
To: Bill Sornsin; Tom Firman; Ben Sllvka
Ce: - Mike Delman .
Subject: RE: Fixes for MSN ActiveX security holes?

For what it's worth, you'd don't actually have to update 1he controls; it suffices to just send a small REG ﬁle that
removes the inappropriate registry entries. (Total snza less than 2k.)

if you update the registry entries on the main MSN page (via an extremeiy small ActiveX control, say) 1hen you
could almost instantly fix anyone who goes in "through the front door”, which probably covers the vast majority of
MSN users. Before they had the chance to visit anywhere bad, the bug wouild be fixed.

In addition to the other testing you come up with, I'd be happy to take a fook at the fixed controls,

. -phil

--Onginal Message—
From Bill Somsin

Sent. Monday, May 05, 1997 451 PM

To: Phliip Bogle; Tom Firman; Ben Slivka

Ce: Mike Delman

Subject: RE: Fixes for MSN ActivexX sacurityhnlss? ‘
knportance: High

The controls are extant on over 5 million MSN CDs anyway. As pointed out on one of the original threads,
even if we codebase and update them on subsequent users* machines, an evil developer could grab one off
the CD and instaniiate them in a page, happily partying on a Microsoft-signed contrel, So
codebasing/updating may reduce PR exposure but has no meaningful effect on users' exposure. We're
gladly doing it anyway, but we did prioritize fixing the MSN "Metro® release firsi, since it will ship on millions
of new CDs X-mas OEM machines and in Memphis.

The work items and status : '
¢ make afl MSN 2.5 "Metro” conirols’ well-behaved Status: OEM mleass 8/13,CDin July
« codebasing the live controls in order to update them. Status: code-complete, scheduling test now

~ Ben, you'd offered some test assistance, who should we work with? Thanks -Bill
Bill Sornsin '

Group Maneger, MSN Care Ul & Services
(206)936-7003, bﬂ!so@micmoﬂ.com

From: Phil:p Bogle
Sant: Manday, May 05, 1997 8:33 AM
To: Mika Delman
Cc: Janis Glantz; Bill Sornsin .
Subject: Re: Fixes for MSN ActiveX sscurity holas? . '
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Actually, | haven't heard from anyone in about 3 weeks. Perhaps billso is in contact with someone eise?
When is the upcoming Metro release? Can you elaborate on what it means to solve the
problems to "the greatest extent possible"? 'm worried that if the controls are stilt
marked safe for scripting, and they expose the ability to modify any resource that you
depend on, then an untrusted Page could potentlally explait them to the embarassment
of MSN and ActiveX.

* Thanks for looking into this.

-phll '

From. Mike Delman <mikede@microsoft.com>

To: Philip Bogle <philbo@microsoft.com>

Cc: Janis Glantz <janisg@microsoft.com>

Date: Sunday, May 04, 1997 11:28 AM

Subject RE: Fixes for MSN Actlve)( security holes"

i spoke wﬂh billso re: this on friday. he indicated that he is on top of it and in constant contact
with you. seems like they are focused on solving to greatest axtent possible for upcommg metro relaase
do you concur?

—Original Message—
From: Philp Bogle :
Sent: Thiursday, May 01, 1997 4:52 PM
To:  Mike Daiman; Janis Glantz
Subject:  RE: Fixes for MSN ActiveX security holes? -
importance:  High '

Hi,

Do you have any updatas on the ﬁxes for the MSN controls mcorreclly marked safe for scnplrng" ]
- was hopmg to review them, but haven't heard anyihing for about three weeks now...

This could be a major embarassment for ActiveX If we don't get thls fixed before someone
notices. _

Thanks,
-phil

. —Original Message—-
‘From: Laura Jennings

Sent: Thursday, Aprii 10, 1997 1:08 PM

To: Tod Nielsen; Ben Slivka; Bill Gates

Cc:  Brad Sliverberg; Paul Maritz; Tom Firman; Bill Somsin

Subject: RE: Serlous securily hales in ActiveX controls for MSN (and elsewhere)

OK, we're on 1t. Please copy Tomfir and Billso on any future discussions. Thanks.

——Original Message—
From: Tod Hielsen
Sent: Thursday, Apr 10, 1957 12119 PM
To:  Ben Slivim, Bilf Gates; Laura Jennings
- Ce:  Brad Sill:erberg; Paul Marttz
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Subject: RE Serious security holes in ActiveX controls for MSN (and elsawhers)

We have to be extremely careful here. My recommandation is to fix the controls immediately,
and then next week when users log on to MSN, we automatically dewnload a system
upgrade to them. The only hope we have is to position this as a routine system upgrade.
Confidence in ActiveX is aiready at an all time low. If Mcneally or the press get a hold of
this, ActiveX is dead.

~—~Originai Message-—.-
From: Ben Sfivka '
Sent: Thursday, Apdl 10, 1957 12:05 PM
To: B Gates; Laura Jennings '
Ce:  Tod Nieisen
Subject:  FW: Serious securty holes in ActiveX controls for MSN (and elsewhete)

importance:  High

Fyi..®

We'll need 1o get the MSN folks to fix these asap, and be amazmgly low-key about this,
If this mail leaked outside of Ms you could kiss activex goodbye

-bens -

—-Original Message-—~— :

From: Ben Slivka _ AR

Sent: Thursday, April 10, 1997 11:57 AM

-To:  Tod Nielsen; Bob Bejan; Brad Chase; Rich Tong, Bob Muglla (Exchange) Edch
Andersen (LCA)

Ce: - Paul Maritz; Brad Silverbelg, Jim Allchin (Exchange) John Ludwlg, Dawd Cole

Subject: FVV: Serious security holes in ActiveX cantrols for MSN (and elsewhere)

importancu High ' : '

Ylkes a big pile of doo-doo just wamng for someone fo f' igure this out, and we will have the 2 '
+ rnli!lon MSN customers steppmg in it...

-«=--0riginal Message-—
Froam: Robert Welland
Sent: Thursday, Aprit 10, 1957 11:23 AM
To:  Philip Bagle; Ben Slivka; Chris Jones; Bob Atkinson (Exchange)
Cc:  Michael Toutonghi; Cometius Willis; Brad Schick; Larry Sullivan
Suhject RE: Serious security holes in ActiveX controls for MSN (and elsewhere}
importance:  High

This is-a really grim situation. Note that this is far worse then explodar because VIGIOIJS ,
behavior can simply leverage, presumably, “good” controls, The isser has NO idea that
they are undermining security when they install an Improperly marked control from a
reputable vendor. Authenticode has done its job - the vendor has not. The fact that
Microsoft has improperly marked controls sels a very bad example.

The ability of scripts to biindly instanciate controls is VERY dangerous. We need a -
better security model then this, It is not clear to me what that correct model should be,
However, it seems clear that a control should be able to limit the set of URLS that can
instanciate it. This would probably solve the Norton and MSN preblems. It will not solve
the problems caused by general control vendors (who want wide distribution of their.
controfs),”
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Each time one of these problems pops up | bacome more convinced that ActiveX is

indefensible. It is clear that control vendors, including ourselves, are far too naive about
securily 1o be trusted to make such powerful security policy decisions. Authenticode
makes these decisions that much worse because the "goodness” of the brand name
obscures the "badness” of the control. | would have been happier if these mistakes
where inadvertent but it is clear that people are intentionally marking insecure behawor
as safe. This is the worse possible scenario.

Bob Welland

: —--Criginal Message-—-—
From: Philip Bogle

Sent: Thursday, April 10, 1997 8:25 AM

To:  Robert Welland; Ben Slivka; Chris Jones

Cc:  Michael Toutonghi; Comnelius Willis; Brad Schick; Lany Sullivan

Subject; Serious security holes in ActiveX controls fer MSN (and. elsewhers)
Importance: High ' :

After heénng about the securily hole in the Nerton navigator control, | decided to
review the security of other ActiveX controls likely to be premstalled on users
machine. .

What | found is pretty'shockmg-— develdpers often sign and publish inherently
unsafe or mcorrectly markad controls and Microsoft is one of the worst
offenders

Cansider MSN, for example. ‘It preinstalls several powerful anc unsafe
controis, nonetheless marked "Safe for Scripting”. | created several web pages
(attached belaw) that use these controls to munge the registry and accomplish
other evils . Regardless of security settings, the MSN user gets absolutely no
waming or chance to reject the controls before the damaga is done (because

- MSN premstalls them.} ' _

Even without scripting, many controls are inherently dangerous. In a brief

search of www.activex.com, | found three signed controis with the ability to run
arbitrary unsigned ¢ede on the users machine without requiring any scnp(ing and

without any wamings to users. | have attached descriptions of these controls

below. _ C

Norton was not an lsolated incident. We really have a general
problem- ActiveX control developers are behaving extremely
naively with respect to security. They are creating signed controls
with automated capabilitias far too dangerous for general internet
use, or marking controls "Safe for Scripting” that clearly shouldn't
be, despite the pains we took to explain the meaning of that
concepts. At this rate, ActiveX is going to gain an extremely bad
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reputation. -

Beiow are the descriptions of the insecure controls...

MSN Registry control '

The web page below uses the "MSN Registry Controi® (1! 1o mspect and modify
keys in the various MSN subtrees of the registry. (it doesn't allow arbitrary
" registry munging, but even the current capability is encugh 10 cause serious
trouble.) The example | created displays and/or deletes the MSN registry entries
- that list the URLs that the user has typed in.

<< File: hack-msn >>

A script using the control could do many more evit things: render companents of
MSN unusable by blowing away the appropriate registry entries, substitute a
bogus stock server forthe real one, fill up the users hard drive by creating
registry keys ad infinitum, etc. _

_ MSN Mal Control : '
This page uses the MSN mail control to obtaln the user ID (whlch it could send back
to the server) and to launch mail. '

“<< File: hack-mail >>

Active Data Connecter (possibly dangerous) )

The Active Data Connector is marked "Safa for Scripting”, and appears to aliow a script on an untrusted page
fo connect lo a daiabase behind a firewall (as long as it not password protectsd) and siphon data out of
it. |didn't come up with an mmpage butsornmmlu'mwsmoreabmnmeADc should think
carafully abautthls

Bslow are controls that are dangerous even without scripting, which ¢ found on

* www.activex.com.

DataRamp Asssstant

*The DataRamp Assistant makes it easy to embed application referencas in World
Wide Web pages. When a user cficks on a Web page, the DataRamp Assistant
ActiveX control automatically downloads the application definition files,
configures the required data source, and launches the application”

hitp:/, v.aclivex.com/PC/Result/T} Detail). 18 15818 .hitrml

Net-Installer
This controls allows programs to download and run automancally on the users
machine

hitp;/fwww. ‘.oomlP /NIDT

App-launchar
This control supports the abclrly to launch arbitrary apps without user intervention,
http:/; ctivex.com/PC/Result/ loadlﬂr 7,0-22413 I
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